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Executive Summary

In the context of the rapidly changing cybersecurity landscape, driven by the evolution of artificial
intelligence (Al), distributed systems, and the emergence of new technologies such as quantum com-
puting, it is important to have a clear view of the State-of-The-Art (SoTA) in the field. The purpose of
this report is to provide such an analysis, as it covers the SoTA in the main areas of research of
interest to the CISSAN project, thus positioning the results of the project in the current scientific/tech-
nological context, including opportunities as well as risks, which have a significant impact on the
long-term sustainability of the results.

The report is an update to previously identified SoTA areas for CISSAN in deliverable D1.1. This
document, D1.2, provides both deepened SoTA in some of the areas outlined in D1.1 and new SoTA
in new ones. It addresses the following areas: collective intelligence (Cl) mechanisms in the context
of cybersecurity (deepened and new), the use of Generative Adversarial Networks (GANSs) in the
context of adversarial defence (deepened and new), the use of Large Language Models (LLMs) in
the context of threat hunting and intrusion detection (new), as well as the use of quantum computing
as a potential threat to the current cryptographic foundations (new), including an analysis of the im-
pact of the latter, along with the associated risk management and mitigation, including the use of
post-quantum cryptography (PQC).

As a result of the SoTA analysis, the CISSAN project’s strategy has been reviewed and improved to
address the identified key technological risks and opportunities. In particular, the findings regarding
emerging threats, including quantum computing and the emerging role of Al in offensive and defen-
sive cyber operations, have been used to adjust the project’s technical priorities. This includes the
potential adoption of PQC in the CISSAN platform to mitigate the risks posed by the emergence of
quantum computing attacks, along with appropriate risk management and mitigation strategies. This
ensures that the CISSAN solutions are not only robust but also future-proof, able to address potential
changes in the cybersecurity landscape.

For stakeholders, the report provides a well-structured, up-to-date overview of the technologies likely
to influence CISSAN's future capabilities, investment strategies, and risk management approaches.
It can be used for decision-making, as it explains where the field is going, which paths are becoming
feasible, and which risks need to be addressed early.

In conclusion, the SoTA analysis is a strategic reference for guiding the project's technical direction
and improving the robustness and futureproofing of its outcomes. As a result of the SoTA analysis,
the project strategy has been reviewed and adjusted to address identified risks and opportunities,
ensuring that the project’s solutions remain relevant to the dynamic cybersecurity landscape and
continue to provide value to stakeholders and the European ecosystem.

© 2026 CELTIC-NEXT participants in project CISSAN
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1 Introduction

CISSAN Work Package (WP) 1 examines the current state of relevant technologies, organizing and
clarifying those needed for the project. Since local signals alone may be insufficient to detect complex
attacks, the work explores intelligent, secure, and collaborative approaches—such as artificial intel-
ligence (Al) (Deep Learning, Collaborative Al, and Generative Al), advanced log analysis, and block-
chain-based information sharing among Internet of Things (loT) and Operational Technology (OT)
devices without relying on vulnerable central systems. In addition, modern cryptographic concepts
need to be applied to secure the system’s features in the Confidentiality, Availability, and Integrity
(CIA) context.

1.1 Objective of this Document

The report is an update to previously identified the State-of-The-Art (SoTA) areas for CISSAN in D1.1
[1]. It deepens the SoTA and covers new SoTA in the following areas: collective intelligence mecha-
nisms in the context of cybersecurity (deepening and new SoTA), the use of Generative Adversarial
Networks (GANSs) in the context of adversarial defence (new SoTA), the use of Large Language
Models (LLMs) in the context of threat hunting and intrusion detection (new SoTA), as well as the
use of quantum computing ((new SoTA),) as a potential threat to the current cryptographic founda-
tions, including an analysis of the impact of the latter, along with the associated risk management
and mitigation, including the use of post-quantum cryptography (PQC).

1.2 The Structure of this Document

The deliverable is structured as follows: Section 2 provides an overview of the CISSAN project and
its architecture to prepare for discussions on the SoTA areas. Section 3 outlines and discusses three
main SoTA areas: postquantum cryptography, GAN-based adversarial defence in cybersecurity, and
collective Intelligence for Cybersecurity. The latter topic comprises deeper discussions of subareas
of collective intelligence relevant to CISSAN, including data quality verification methods, anomaly
detection mechanisms, blockchain-based trust management, LLMs for cybersecurity intelligence and
collaborative cybersecurity intelligence, and threat hunting for cybersecurity. Finally, Section 4 pro-
vides a short summary, risk analysis, and outlook, ensuring that the project’s solutions remain rele-
vant to the dynamic cybersecurity landscape and continue to provide value to stakeholders and the
European ecosystem.

© 2026 CELTIC-NEXT participants in project CISSAN
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2 Overview of the CISSAN Project

The CISSAN project aims to enhance the cybersecurity, cyber resilience, and automation of Internet
of Things (loT) and Operational Technology (OT) ecosystems that utilize device, edge, and cloud
computing capabilities (thus, including IT elements). CISSAN proposes and implements algorithms,
develops use case solutions and a CISSAN platform for countering loT security and operational
threats. It focuses on the collective intelligence (Cl) of IoT network nodes, techniques for distributed
security and operational monitoring, event tracking, attack detection, and response in IoT networks.
Its objective is to apply collaborative and smart mechanisms to enhance local security awareness in
case where local information and indications for an attack are not sufficient. Hence, the collaboration
of nodes, i.e., collective intelligence, for gathering and analysing locally available security information
is needed. As a results, CISSAN expects that systems based on its architectural concepts will be
more reliable and more secure. The expected outcomes of the project include a collectively intelligent
security platform consisting of a set of innovative algorithms, technologies, and solutions intercon-
nected and integrated to the project use cases and experimental environments, evidence of value in
and beyond the project use cases, plans and models for production use and commercial products
and services.

There are five use cases in the CISSAN project, including transportation, smart grids, tunnel con-
struction, manufacturing execution system (MES) and a joint use case. The transportation use case
is represented by Mattersoft and Nodeon. Its focus is performing anomaly detection of Global Posi-
tioning System (GPS) data to detect jamming and spoofing attacks, malfunction of devices, other
anomalies in buses and Global Navigation Satellite System (GNSS) satellite sensors. The smart
grids use case is represented by Affarsverken and Techinova. This includes smart grid monitoring
and control. Its focus in CISSAN is local and hybrid artificial intelligence (Al)-based anomaly detection
in network traffic and physical sensor data to identify attacks and faults. The tunnel construction
use case is represented by Geodata. This includes loT systems for underground construction moni-
toring that securely signs, transmits, anchors and analyses loT sensor data. The current focus in
CISSAN is performing sensor data quality analysis by calculating believability scores to identify po-
tential attacks, faults and abuse. Data integrity protection is achieved by securely logging data on
the bitcoin blockchain and the use of security chips for sensor data signing. Bittium represents the
manufacturing execution system use case, which is virtual manufacturing execution environment
that controls the manufacturing of Bittium products and devices throughout the life cycle until the
maintenance phase of the products. Its focus in CISSAN is performing local and system level anom-
aly detection for securing the virtual environment. Arctos Labs and JYU represents the joint use
case, which is related to the mitigation of multi-domain critical infrastructure attacks using security
task distribution, blockchain-based device and trust management and automated disaster recovery.
The aim is to optimally distribute security tasks across the network and to leverage collective intelli-
gence of each use case for the risk assessment and trust management of the network including using
global data quality verification, anomaly detection and trust scoring. This is used in identifying, black-
listing and isolating malicious or anomalous devices. Distributed disaster recovery of devices that
are unresponsive will be performed by optimally re-distributing their security tasks and activating
failover nodes. This will enable the business continuity of these critical infrastructures. Details of the
CISSAN platform and its use cases are available in the CISSAN D6.1 report.

2.1 The CISSAN Platform Architecture

The updated CISSAN architecture and its implementation is documented in the CISSAN deliverable
D2.3 report. The layered architecture of the CISSAN platform, as shown in Figure 1, reflects a con-
verged loT/OT perspective and highlights its core components and their interactions within the overall
system. It provides a clear modular integration, experimentation, and collaboration architecture for

© 2026 CELTIC-NEXT participants in project CISSAN
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[oT/OT domains, thus reducing the risks of development and the likelihood of duplication of efforts
among the CISSAN partners.
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Figure 1. CISSAN platform layered architecture

The CISSAN platform is primarily deployed on-premise at JYU and consists of four layers, including
the cloud layer, network / edge layer, 10T / supervisory layer and the device / control layer. These
layers perform the following functionalities in the CISSAN platform:

e Cloud layer:

o Blockchain-based network security, which includes device governance, trust man-
agement, secure logging, and data aggregation.

o Aggregates and analyses collective threat intelligence, performs Al/Machine Learn-
ing (ML)-based data analytics, and security task and disaster recovery orchestration.

o Devices’ posture including health statuses, device behaviour, security posture, con-
figuration posture, identity and trust postures, are continuously monitored by the
cloud.

o Appropriate actions are performed to enhance the device posture. This entails seg-
regating the compromised or low-trust devices from the rest of the network, updating
the security state of the devices in the device ledger, initiating remediation actions
through the orchestrator, and enforcing access control rules at the network level,
including triggering device isolation at the switch level.

e Network / edge layer:

o Device and network discovery
Vulnerability management
Incidence detection
Threat response
Protocol translation
Local data and task orchestration

O O O O O

e loT /supervisory layer:
o Local security task execution
o Data exchange and intelligence sharing (anomaly detection, data quality verification,
trust scoring)
o Secure communication protocols, and behaviours

e Device / control layer:

© 2026 CELTIC-NEXT participants in project CISSAN
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o Detection, sensor values, device health, meta data labeling, source / impact. Imple-
mentation of device security features include certificate-based device authentica-
tion, access control.

o In the device layer of loT networks, devices sense and act on the physical world
while running embedded logic, and send telemetry, metadata, and health/status in-
formation to the loT layer, while receiving control commands and configuration in
return.

o In OT networks, the control layer executes control of the physical process using
sensor inputs and control logic, and sends process variables, states, alarms, and
events to the supervisory layer for monitoring and higher-level control.

2.2 Related Research Areas and Technological Innovations

The CISSAN project strives to provide collective intelligence and collaborative defence solutions with
the CISSAN platform and its use case solutions for enhancing the overall network security posture
of loT and OT networks with security aware nodes.

Recently Al-related threats have been one of the prominent areas of threat vectors, considering that
the adversary is leveraging generative models and automation for carrying out attacks. For instance,
generative models, which can encompass generative adversarial networks (GANs) and LLMs, can
create personalized phishing content, deep fakes, telemetry data, and logs that can trick both human
operators and machine-based detection systems. If the data is fed into collective intelligence and
shared threat models, the information can create incorrect perceptions of the environment, corrupt
trust models, and trick machine-based response models. Automated and adaptive attack orchestra-
tion is also becoming more prevalent, wherein reinforcement learning and planning models have
been leveraged by the adversary for carrying out attacks.

Concurrently, the advent of quantum computing is also a near- to medium-term concern, wherein
while quantum cryptanalysis has yet to be developed, the advancement of quantum computer hard-
ware makes the possibility of ‘harvest now, decrypt later’ attacks on encrypted coordination and te-
lemetry communication a near-term concern. This also highlights the requirement to ensure the in-
clusion of post-quantum cryptographic (PQC) techniques in the mechanisms of secure communica-
tion and trust exchange.

Conventional ML-based mechanisms used in the detection of anomalies and determination of trust
also face the challenges of ‘data poisoning’ and ‘adversarial examples,’ wherein the misclassification
of threats or normal behaviour by the collective intelligence mechanisms may be caused by the in-
clusion of malicious or ‘perturbed’ data. The last of the threats is the systemic risk of ‘trust and mis-
information manipulation’ in the mechanisms of collective intelligence, wherein the ability of adver-
saries to inject false information or manipulate the identities of contributors to the collective intelli-
gence mechanisms may be used to corrupt the integrity of the mechanisms of distributed decision-
making.

These evolving threats highlight the requirement to ensure the development of collective intelligence
mechanisms with high ‘adversarial resilience.’

© 2026 CELTIC-NEXT participants in project CISSAN
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3 Updates on CISSAN-Related Research and Chal-
lenge Areas

3.1 Postquantum Cryptography against Future Quantum
Computing Attacks

This rapid development in the field of quantum computing represents a potential threat to the security
of cryptographic primitives that are currently being used to protect the security and integrity of the
loT and OT networks. The cryptographic algorithms such as Rivest-Shamir-Adleman (RSA) and el-
liptic curve cryptography (ECC), which are being used to provide the necessary security and integrity
to the communication protocols, identity management systems, and software updates, are likely to
be compromised once the necessary quantum computers are available. The long lifespan of the
industrial and OT systems, along with the “harvest now, decrypt later” threat model, makes the adop-
tion and evaluation of post-quantum cryptography (PQC) techniques an immediate need to provide
the necessary security and integrity to the systems [2].

The adoption and use of PQC techniques in the loT and OT systems, specifically in critical infrastruc-
tures, are likely to pose specific challenges to the systems due to the nature and requirements of the
systems [3]. The PQC techniques are likely to have longer key sizes and signatures compared to the
classical cryptography techniques, which could be a problem given the nature and requirements of
the systems. The longer key sizes and signatures could affect the performance and availability of the
systems, which are critical and have long deployment cycles [4].

The SoTA analysis, therefore, takes into consideration the level of maturity of candidate PQC
schemes, including those that are being standardized under the National Institute of Standards and
Technology (NIST) PQC process, as well as their viability for use within heterogeneous loT and OT
infrastructures. This includes their potential impact on aspects such as device authentication, secure
boot mechanisms, firmware updates, secure communication, and trust mechanisms. In addition, mi-
gration paths, use cases for classical and PQC-based schemes, and deployment paths are relevant
for consideration.

The NIST PQC standardization process has paved the way of the development, standardization and
adoption of new cryptographic techniques. NIST PQC Federal Information Processing Standards
(FIPS) include Module-Lattice-Based Key-Encapsulation Mechanism Standard (ML-KEM) [5] (for-
merly known as CRYSTALS-Kyber) for key establishment and Module-Lattice-Based Digital Signa-
ture Standard (ML-DSA) [6] (formerly CRYSTALS-Dilithium) and Stateless Hash-Based Digital Sig-
nature Standard (SH-DSS) [7] (formerly Sphincs+) for digital signatures, focusing on cryptographic
agility, long-term security, and preparation for quantum-based cyber threats in critical infrastructure
systems. The European Network And Information Systems (NIS) PQC roadmap [8] is intended to
offer strategic recommendations to European Member States and operators of critical infrastructures
on how to address the question of preparing for and transitioning to quantum-resistant cryptography
in a coordinated and risk-based manner. Its purpose is to address the long-term confidentiality, in-
tegrity, and authenticity of digital systems and communications in the face of the quantum computing
threat, without pre-selecting certain technologies or algorithms, but rather focusing on the inventory
of existing cryptographic systems, risk assessment related to quantum computing, and aligning na-
tional and sectoral strategies with internationally recognized standards, such as those promoted by
NIST, to enable the selection of the best solution based on risk, constraints, and regulations.

As described in the D7.2 report, as part of WP1 efforts, upon the identification of quantum computing
as a potential threat to the project results in the future, a collaboration between the CISSAN and Al-
based Quantum-Safe Cybersecurity Automation and Orchestration for Edge Intelligence In Future
Networks (AIQUSEC) [9] projects was initiated to ensure the sustainability of the project results long

© 2026 CELTIC-NEXT participants in project CISSAN
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term. As part of the cooperation, the consortium analysed the most economically viable and techni-
cally feasible approach for incorporating PQC in the CISSAN platform, where it was identified that
securing external communications between the CISSAN platform would need to be prioritized. PQC
schemes that could potentially be suitable for future-proofing secure communications between the
CISSAN management server and external partner systems were selected as a result of a technical
analysis. From the analysis, it was determined that the ML-KEM and ML-DSA algorithms are suitable
for supporting a crypto-agile approach and enabling the use of post-quantum secure key exchange
and authentication for the Application Programming Interface (API) and Message Queuing Telemetry
Transport (MQTT)-based communications within the CISSAN platform. In particular, the considered
schemes are ML-DSA as a signature scheme, ML-KEM as a key encapsulation mechanism with 32-
byte encryption, while also allowing for parameter tuning based on specific security level require-
ments, such as Dilithium2, Dilithium3, and Dilithium5 and Kyber512, Kyber786, and Kyber1024.

A PQC command-line interface (CLI) tool developed by JYU outside of CISSAN was studied to de-
termine the feasibility and potential compliance of the CISSAN platform with NIST standards. CIS-
SAN partners, including Arctos Labs, Clavister, Councilbox, and Mattersoft, intend on integrating
such a PQC tool post-project for securing their interfaces connecting to the CISSAN platform, which
would include encrypting and digitally signing data prior to sending it via the interfaces defined in the
D6.2 annexes.

As a result of examining the PQC CLI tool, the ML-KEM algorithm is gathered to be suitable for key
establishment with low computational cost, even at higher security levels [4], and thus can be used
for enhancing communications security. The ML-DSA algorithm, although computationally expen-
sive, especially when generating signatures, is suitable for the proposed authentication and integrity
checks during the setup of the connections, handling of certificates, and verification of messages.
The main issue with MQTT-based communications and other constrained system components such
as sensors, is anticipated to be related to the increased size of the keys, signatures, and messages
used during the key exchange and setup, rather than the execution speed of the algorithms. For
future PQC deployments, the lower and medium security parameter sets, such as Kyber512/Ky-
ber768 and Dilithium2/Dilithium3, are identified to be suitable for most of the CISSAN use case sys-
tem components with less stringent latency and bandwidth requirements, while the proposed higher
parameter sets, Kyber1024 and Dilithium5, can be used for system components that do not have
such stringent requirements. In all CISSAN use cases, high assurance security is critical. The most
appropriate components to utilize for deploying the strongest post-quantum security parameter sets
would be those residing in the management, control, and orchestration layers, which include the
CISSAN management server, including the trust and governance components and external inter-
faces such as the metadata blockchain APl and optimization APIs, and cross-domain integration
interfaces therein, as well as the CISSAN orchestration server. These components reside in server-
class environments, utilize APl-based and MQTT communication protocols, and do not have to con-
tend with hard real-time latency constraints. Therefore, they would be best positioned to support the
more computationally expensive yet stronger post-quantum security mechanisms. Conversely, real-
time control loops and highly constrained edge and sensor devices in the CISSAN use cases, will
have significant latency, bandwidth, and resource constraints. Therefore, these components would
best be serviced by terminating the post-quantum security mechanisms at gateways and during ses-
sion establishment, while using symmetric keys for lightweight cryptography at edge devices and
Sensors.

In addition to increased computational complexity, increased size of the keys and messages, and
increased latency of the operations, it is anticipated that in the integration of the PQC tool, an addi-
tional complexity may also arise due to the management of the cryptographic assets, the manage-
ment of multiple parameter sets, and the consistent deployment of the CLI tool. The interoperability
of the system with the existing APIs and communication protocols, such as Representational State
Transfer (REST) APIs and MQTT, may also create technical difficulties. These issues can be ad-
dressed by employing a crypto-agile integration strategy, whereby PQC is first enabled in the non-
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latency-critical interfaces (e.g., management server APIs) and then introduced in the MQTT links
after profiling and validation in the target environments. Additionally, backward compatibility can be
ensured through the use of hybrid configurations and parameter sets, which can allow performance-
security trade-offs to be made per interface or class of devices. Operational security issues can also
be addressed by packaging the CLI as a managed service or container with strict versioning, incor-
porating automated key and certificate management (generation, rotation, revocation), and incorpo-
rating monitoring and audit logging to detect failures or misconfiguration in the system. Lastly, end-
to-end testing, benchmarking, and validation, as part of the hardening process, can help ensure
consistency in behaviour across heterogeneous clients and servers from different partners.

3.2 GAN-Based Adversarial Defence in Cybersecurity

This section presents a technical review of Generative Adversarial Network (GAN) architectures for
adversarial defense in cybersecurity. We synthesize findings from 185 peer-reviewed studies (2021—
2025), introducing a four-dimensional taxonomy covering defensive functions, GAN architectures,
cybersecurity domains, and threat models. Key results show that WGAN-GP achieves 14-30% ac-
curacy improvements in intrusion detection, while CGANs enable targeted synthesis with F1-score
gains of 10-20%. Additionally, hybrid models improve phishing detection recall by 18%. We identify
persistent challenges, including training instability, computational overhead, and standardization
gaps, then outline future research directions for scalable, trustworthy GAN-powered defenses.

3.21 GAN Foundations for Cybersecurity

GANSs formulate generative modeling as a minimax game between generator G and discriminator D
[10]. The generator maps latent vectors z ~ pz(z) to synthetic samples, while D distinguishes real
from generated data:

minmaxV (D, G) = Eyrpy,,.log D(2)] + Eony. [log(1 — D(G(2))
: (1)

3.211 Advanced GAN Variants

Deep Convolu- Convolutional architectures, batch  Stable feature generation for Intrusion
tional GAN normalization Detection System (IDS), biometric secu-
(DCGAN) [11] rity

Wasserstein GAN Wasserstein distance, gradient pen- Overcomes mode collapse; 14-30% IDS
with Gradient Pen- alty accuracy gain

alty (WGAN-GP)

[12]

Conditional GAN Conditional generation on labels y  Targeted synthesis: Distributed Denial of
(CGAN) [13] Service (DDoS) traffic, malware families
GAN-Reinforce-  Policy gradient for goal-directed gen- Adaptive adversarial crafting, real-time
ment Learning eration defence

(RL) [14]

Variational Autoen- Evidence Lower Bound (ELBO) + ad- Latent-structured synthesis, privacy-pre-
coder (VAE)-GAN versarial loss combination serving

[15]

WGAN Obijective: Replaces JS divergence with Wasserstein distance:
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W(P.Q) = il Egys ([l —yl] o
Evaluation Metrics: Classification (Accuracy, F1-Score, Area Under the Curve (AUC)-Receiver Op-
erating Characteristic (ROC)), Robustness (Automatic Speech Recognition (ASR) Robust Accuracy),
Sample Quality (Fréchet Inception Distance (FID) and Inception Score (IS)), Statistical (Maximum
Mean Discrepancy (MMD)).

3.2.2 Four-Dimensional Taxonomy of GAN-Based Defences
3.2.2.1 Dimension 1: Defensive Function

a) Data Augmentation: CGANs generate minority-class samples. Results: F1-Score 1 12-
20% vs Synthetic Minority Over-sampling Technique (SMOTE) on CIC-IDS2017 [16], [17].
See (1).

b) Adversarial Training: GANs generate perturbations 8 to harden classifiers. Results: 25%
IDS resilience improvement [18].

minE,, ax L(fo(x +0),y)|, d~G(z,x
minE, ,) 1;162( (folx+9),y)|, ¢ (z, )

©)

c) Privacy-Preserving Generation:

Lpp =Laan + A - PrivacyLoss
(4)
ensuring (¢,0)- Differential Privacy (DP) guarantees. Results: >90% data utility [19] [20].

3.2.2.2 Dimension 2: Architecture Performance

Architecture Defense Role Challenges

DCGAN Synthetic data, mal-  Baseline augmentation Limited scalability
ware
WGAN-GP Stable IDS training Accuracy? 14-30%, False High computational cost
Negative (FN) | 22%

CGAN Targeted synthesis F11 10-20% for rare attacks  Requires large labelled
data
Hybrid GAN-RL Adaptive defence Recallt 18% in phishing Training instability

3.2.2.3 Dimension 3: Cybersecurity Domains

Network Intrusion Detection System (NIDS): WGAN-GP improved detection by 14-22% on ClI-
CIDS2017; FN| 22% [21], [22]. Malware: CGANs simulate polymorphic variants; >85% detection
rate [23], [24]. loT: Accuracy >90% on loT-23/Bot-loT [25]. Phishing: GAN-RL hybrids improved recall
by 18% [15].

3.2.2.4 Dimension 4: Threat Models Addressed

Threat Type GAN Defense Mechanism

Evasion Attacks CGAN-generated adversarial traffic for re- Evasion success| 15-20% [26]
training [23]
Poisoning Attacks GAN-driven data cleansing pipelines Accuracy? 9% under backdoor

[16]
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Privacy Inference Federated GANs with DP guarantees Utility ~90%, Membership Infer-
ence Attacks (MIAs) mitigated
[19], [20]

3.2.3 Results Synthesis

IDS Augmentation WGAN-GP CICIDS2017 F1-score 112-22% [21]
Adversarial Training CGAN CICIDS2017 Robustness 1 25% [18]
Malware Detection DCGAN/CGAN EMBER Detection >85% [23], [24]
loT Security Standard GAN loT-23 Accuracy >90% [25]
Phishing Detection GAN-RL PhishTank Recall 1 18% [15]
Evasion Defense CGAN UNSW-NB15 ASR 1 15-20% [26]
Privacy-Preserving Federated GAN Enterprise Utility ~90% [19]

Key Findings: (1) WGAN-GP dominates due to training stability and mode collapse mitigation. (2)
CGANSs excel in targeted synthesis for class-specific traffic. (3) Hybrid GAN-RL models show prom-
ise but requires stability improvements. (4) NIDS applications report the most consistent efficacy.

3.2.4 Technical Challenges

Training Instability = Mode collapse, vanishing gradients in Reduced sample diversity
WGAN/hybrid

Computational Cost High Graphics Processing Unit (GPU) re- Limited loT/edge deployment
quirements; WGAN-GP overhead

Standardization Gap No benchmark consensus; outdated da- Poor reproducibility
tasets (NSL-KDD)
Dual-Use Risk GANs enable attacks (deepfakes, adversar- Governance complexity
ial malware)
Explainability Black-box nature of GAN-based defences Hindered critical-sector adoption

3.2.5 Future Research Directions

1) Adaptive Adversary Robustness: Develop co-evolutionary GAN training where attack
and defence models adapt jointly against multi-vector adversaries.

2) Standardized Benchmarks: Extend EMBER2024 and IoT-23 with adversarial variants;
establish unified metrics (FID, ASR, robust accuracy).

3) Lightweight Architectures: Explore quantization, pruning, and knowledge distillation for
edge deployment with latency constraints.

4) Privacy-Utility Optimization: Integrate differential privacy with federated GAN frame-
works; formalize privacy leakage metrics.

5) Explainable GAN Defences: Incorporate explainable Al (XAl) techniques (attention visual-
ization, feature attribution) for trust and accountability.

6) LLM-Driven Threat Mitigation: Develop adaptive GAN frameworks against emerging
LLM-based cyberattacks [27].
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3.3 Collective Intelligence for Cybersecurity

The increasing scale, diversity, and interconnected nature of current IoT and OT systems make tra-
ditional centrally managed cybersecurity solutions inadequate in effectively addressing the evolving
and coordinated nature of cybersecurity threats. Collective intelligence for cybersecurity helps ad-
dress this problem by allowing distributed elements, systems, and organizations to collectively ob-
serve, analyse, and respond to cybersecurity-related issues, thereby bringing together evidence, ex-
pertise, and capabilities in an integrated manner to formulate an overall cybersecurity strategy. This
section discusses collective intelligence mechanisms for cybersecurity, including distributed anomaly
detection, data quality verification, trust scoring, security task distribution, structured threat infor-
mation sharing, and the application of LLMs in cybersecurity, among others. By promoting collabo-
ration between devices, systems, and organizations, these mechanisms are intended to improve
detection, enhance response, and reduce risks, thereby creating an opportunity for building an ef-
fective cybersecurity strategy in complex, interconnected, and evolving digital ecosystems.

3.31 Data Quality Verification Methods for Collective Intelligence

Data quality research is evolving and increasingly important. Methodologies for data quality meas-
urement and improvement are evolving in several directions: (1) considering a wider number of data
types and data quality dimensions, (2) moving from data quality to information quality, (3) relating
data quality issues more closely to business process issues; and (4) considering new types of infor-
mation systems, specifically Web information systems. In addition to mathematical, statistical and
probabilistic methods, Al methods have been researched in recent years, leading to new ways of
data quality assessment.

Many different data quality tools are on the market having implemented different of the above-men-
tioned methodologies helping to streamline and often automate data management activities required
to guarantee that data remains fit for analytics, data science, and ML use cases. Table 1 gives an
overview of just some of these tools.
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Tool Release
date

Great

Expectations

Deequ

Monte Carlo

Anomalo

Lightup

Bigeye

Acceldata

Observe.ai

Datafold

Collibra

dbt Core

Soda Core

2017

2018

2019

2021

2019

2019

2018

2017

2020

2008

2021

2022

Table 1. Comparison of data quality tools

No Al/ML based On-prem
code monitoring available
X

X X
X
X
X X
X X X
X X
X X
X

While modern data quality tools offer a solid foundation, their capabilities vary significantly. Some
excel in Al-powered anomaly detection and metadata management, while others prioritize Al-pow-
ered automation or ease of deployment. Table 2 provides a side-by-side comparison of the most
critical features across leading Al-powered open-source data quality tools.
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Table 2. Comparison of the most critical features across leading Al-powered open-source data
quality tools

Feature

Al-Powered
Anomaly
Detection

Automated Data
Profiling

Natural
Language Rule
Generation

Metadata
Management

Data Lineage
Tracking

Built-in
Governance &
Access Controls

Streaming /
Real-time
Support

Integration with
Cl/CD

Data Diff /
Schema
Comparison

Ease of
Deployment

SODA

Soda Core

Partial

Yes

No

No

Yes

No

Yes

©
Great
Expectations

No
Partial
Partial

No

No

Partial

No
Yes
No

Yes

Or

~

(A

penMetadata Amund.
Yes No
Yes No
No No
Yes Partial
Yes Partial
Yes No
Partial No
Yes Partial
No No
Partial Yes

O¥

DQOps

Yes

Yes

No

Partial

Partial

Partial

No

Partial

3

Datafold

No

Partial

Yes

Yes

Yes

Deequ

No

Partial

No

No

No

Yes

No

Partial

The listed tools enable the assessment of different data quality dimensions which are features that
can be evaluated or analysed against a set of criteria to determine data quality. Measuring data
quality dimensions helps identify data problems and determine whether data is appropriate to serve
its intended purpose. Table 3 lists the most common and relevant data quality dimensions.
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Table 3. Data quality dimensions

Data quality Description
dimension
Timeliness Data’s readiness within a A weather app updates its forecast every
certain time frame. hour. If the data is delayed by 6 hours,

users may make poor decisions based on

outdated information.

Completeness  The amount of usable or A customer database includes names and
complete data, email addresses, but 30% of entries are
representative of a typical missing phone numbers, making it harder
data sample. to follow up with clients.

Accuracy Accuracy of the data values A GPS system shows a restaurant’s

based on the agreed-upon location 2 blocks away from its actual

source of truth. address, leading users to the wrong place.

Validity How much data conforms to = A form asks for a birthdate, but someone
acceptable format for any enters "February 30”"—which isn’t a real

business rules. date. The system should reject it as invalid.

Consistency Compares data records A product'’s price is listed as €19.99 on the
from two different datasets. website but €24.99 in the mobile app. This
inconsistency confuses customers and

erodes trust.

Unigueness Tracks the volume of A patient record system has two entries
duplicate data in a dataset.  for the same person with identical details.
Duplicate records can cause medical

errors or billing issues.

While data quality assessment mostly is performed for economic objectives (e.g., to ensure process
and product quality), its application for (cyber)attack detection is a quite new research area, and it is
the idea followed in CISSAN.

The Data Quality Verification System developed in CISSAN (and described in Deliverable D4.5 in
detail) assesses the data quality dimension “Believability” and aims to identify (cyber)attacks by de-
tecting domain-specific anomalies in OT data, especially in time-series sensor data. The hypothesis
is that (cyber)attacks might leave specific patterns, anomalies and/or data quality changes in opera-
tional data (e.g., monitoring data, sensor data) that can be detected. The system has been integrated
into the CISSAN platform for detecting threats by scoring the believability of OT data at an early
stage and triggering counteractions (e.g., the blacklisting of devices, the flagging of sensor data) in
case the believability scores exceed defined thresholds. Together with other anomaly detection tech-
niques developed in CISSAN, the method represents an additional component contributing to collec-
tive intelligence.
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As the occurrence of data quality issues in OT data not necessarily have to be caused by a (cyber)at-
tack but could have operational causes, the system has been based on an empirical/heuristic ap-
proach. Its data quality methods/rules have been developed and applied specifically for use case 3
Underground Construction Monitoring and in cooperation with explicit domain experts. While the de-
veloped system is based on proven and widely used mathematical/statistical methods, their imple-
mentation and application in the given use case goes far beyond the SoA in underground construc-
tion industry. The developed system is regarded as an innovation, increasing safety and security of
tunnel construction projects.

The system is based on the following concepts:
e Believability Scores

The data quality dimension “Believability” is represented by Believability Scores that are de-
fined as calculated numerical values between zero (0) and one (1) for a certain granularity
level and a certain believability aspect of the data. They define the degree the data is be-
lieved to be free of attacks.

e Aggregation of Believability Scores, Granularity Levels

Believability Scores may be calculated and assigned to data at different granularity levels
ranging from single sensor values (= lowest level) to the entire data set available (= highest
level). In between, further levels exist (e.g., time series, clusters of sensors) establishing a
hierarchical order of Believability Scores. Empirical functions are used to aggregate higher-
level scores from lower-level scores.

e Time Series Windowing

To especially enable the analysis and scoring of (sensor) time series in more depth, a Win-
dowing technique has been developed. It allows the calculation of Believability Scores for
certain parts (= windows) of time series. Different types of windows can be chosen such as
sliding windows, overlapping windows and growing windows. In this way, the Believability of
a whole time series can be aggregated from the Believability Scores of Windows of that time
series.

e Data Clustering

To allow for the analysis of trend similarity, neighbourhood behaviour, comparison with pre-
diction and other aspects, data can be clustered and Cluster Scores calculated.

o Data Quality Rules

The Believability Scores are calculated by empirically defined Data Quality Rules. They rep-
resent and apply the expert knowledge of the domain and are mainly based on statistical
and mathematical methods.

e Al/LLMs

The use of Al-based prediction models (Transformers) and LLMs (e.g., Claude Al) have been
researched to support anomaly detection.

The above listed concepts have been implemented by using the following technologies and methods:
e Dynamic Time Warping (DTW)

DTW [28] is a mathematical algorithm offering a way to compare the similarity of time series
data. It is designed to align, compare and calculate the distances of time series datasets
focusing on the shape of the data. The method is used to detect unexpected/unbelievable
trends of time series when comparing them with neighbouring or reference time series.
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Step-by-Step Execution:
+» Step 1: Create the Distance Matrix

Suppose we have a reference sequence X = (xq, x5, ..., X,,), and a test sequence Y =
V1, V2, - Ym), We build a n x m matrix where each cell i X j represents the local dis-
tance (usually squared difference) between points x; and y;.

PR 2
d@i, ) = (x; —y;)
s Step 2: Calculate the Cost Matrix

We want to find the path through this matrix that minimizes the total cumulative distance.
We fill a new matrix D using this recursive formula:

D(i,j) =d(i,j) + min(DG — 1,),D(@,j — 1),D(i —1,j — 1))

This ensures that for every step, we choose the "cheapest” path from the previous neigh-
bors (left, bottom, or diagonal).

s Step 3: Trace the Warping Path

Starting from the top-right corner (n, m), we trace back to (1,1) by following the lowest
values. This path represents the optimal alignment. The total value at D(n,m) is the
DTW Distance.

« Step 4: Using DTW for Anomaly Detection
To detect anomalies, we typically follow this workflow:

= Establish a Baseline: Take a "normal" time series (e.g., a healthy machine's vibra-
tion profile).

= Calculate DTW Distance: Compare new incoming data sequences against this
baseline using the DTW algorithm.

= Seta Threshold:
o Normal: The DTW distance is low (the shapes are similar, even if timing varies).

o Anomalous: The DTW distance exceeds a predefined threshold (the funda-
mental shape of the data has changed).

e Auto-Regressive Integrated Moving Average (ARIMA)

ARIMA [29] is a statistical technique for analysing and forecasting time series data by com-
bining three components: Autoregression (AR), Integration (l), and Moving Average (MA). It
is used to predict time series and to detect unexpected/unbelievable behaviour from com-
paring them with their predictions.

Step-by-Step Execution:
% Step 1: Visualize and Check for Stationarity

ARIMA requires the data to be stationary (mean, variance, and covariance are constant
over time). We check this using the Augmented Dickey-Fuller (ADF) test. If the data
is non-stationary: We apply differencing (d ). This removes trends and seasonality.

« Step 2: Identification (p and q)
We use two specific plots to determine the p and g values:

= ACF (Autocorrelation Function): Helps identify the ¢ (Moving Average) term.
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= PACF (Partial Autocorrelation Function): Helps identify the p (Autoregressive)
term.

« Step 3: Train the Model

We fit the ARIMA model on a "clean" historical dataset (data we know is mostly normal).
The model learns the underlying coefficients:

5/\t =U+ Q1Y+t ¢pyt—p + 0164+ + qut—q
+ Step 4: Calculate Residuals (The Anomaly Key)

Once the model is trained, we use it to predict the next value in the series. We then
calculate the Residual (Error):

Error = |ActualValue — Pre dictedValue)|
« Step 5: Detecting the Anomaly
In ARIMA-based detection, the "Anomaly Score" is essentially the size of the residual.

= Define a Confidence Interval: Usually, we calculate the standard deviation (o) of
the residuals during training.

= Set a Threshold: A common threshold is $3\sigma$ (3 standard deviations) from
the mean.

» Flagging: If the actual value falls outside the predicted confidence interval (the "pre-
diction envelope"), it is marked as an anomaly.

e Cumulative Sum (CUSUM)

CUSUM [30] is a statistical quality control technique for monitoring sequential data to detect
small, incremental changes in a process's mean. It is used to compare time series and to
detect change points therein.

Step-by-Step Execution:

7

+ Step 1: Normalize the Data

First, we calculate how far the current point x; is from the target u, usually scaled by the
standard deviation o.
Xy — U
o

Zy =

« Step 2: Set the "Slack" Parameter (k)

We introduce a parameter k (the allowance or slack). This represents the "acceptable”
variation. We only start accumulating a sum if the deviation exceeds k. Usually, k is
set to $0.5% (representing half a standard deviation).

7

« Step 3: Calculate High and Low Sums

We maintain two running sums, S, (for upward shifts) and S, (for downward shifts). They
are both initialized at 0.

=  Upper CUSUM (Sy ;)

Sye = max(O,SH,t_1 +z; — k)
= Lower CUSUM (S .):

Spe = maX(O,SL,t_1 —z; — k)
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The max(0,...) part is crucial—it ensures that if the process returns to normal, the
"memory" of the drift is eventually reset to zero rather than becoming a massive negative
number.

« Step 4: Detecting the Anomaly
To decide when a shift is an "anomaly" rather than just noise, we set a Threshold (h).
* Flag Anomaly if: S, > horS,, > h.
= Typically, his set to 4 or 5 times the standard deviation.
e LLM Claude Sonnet

The Large Language Model Claude Sonnet has been researched and used to query for the
presence of attack patterns in sensor time series.

o WebAssembly

WebAssembly is a type of code that can be run in modern web browsers. It is a low-level
assembly-like language with a compact binary format. It has been used to integrate the de-
veloped data quality verification methods into the CISSAN platform

3.3.2 Anomaly Detection Mechanisms for Collective Intelligence
Anomaly detection for smart grids

Smart-grid security monitoring increasingly treats anomaly detection as a distributed problem: ob-
servations originate at heterogeneous endpoints (smart meters, gateways, substations, control-cen-
tre systems), and both cyberattacks and faults often appear first as weak local signals that only be-
come convincing when corroborated across multiple vantage points. This has pushed the literature
toward collective-intelligence patterns in which local detectors produce lightweight evidence and co-
ordination layers fuse, validate, and contextualize it across advanced monitoring infrastructure (AMI)
and wider grid Information and Communications Technology (ICT). The same shift that has motivated
threat hunting in Industrial Internet of Things (lloT) also maps to smart grids: modern adversaries
routinely bypass perimeter controls through credential abuse or misuse of legitimate access, making
inside-the-environment monitoring necessary even when sessions appear “authorized” [31], [32],
[33], [34].

Previous work

A practical baseline for collective intelligence in smart grids is hierarchical, fog-based monitoring.
[35] propose a hierarchical and distributed IDS spanning AMI tiers (e.g., HAN, neighbourhood ag-
gregation, operation centre) to address the common failure mode of single-tier visibility and to im-
prove containment and tracing under coordinated attacks. [36] similarly argue that fog-based collab-
oration reduces cloud-induced latency by enabling localized decisions and faster detection in insider-
style scenarios but note the management burden and trust implications of relying on intermediate
fog nodes.

Alongside these architectures, research continues to refine what each node contributes. Network-
centric monitoring remains relevant because it can reduce false positives by understanding industrial
protocols and expected traffic patterns; for example, [37] extend deep inspection for industrial traffic
to better detect network-borne threats. However, this class of methods can miss intrusions that op-
erate through legitimate Human Machine Interface (HMI)/ Supervisory Control and Data Acquisition
(SCADA) channels without obvious network anomalies, which is a serious concern in environments
where operator-level manipulation and credential abuse are common [38]. This limitation motivates
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Cl designs that combine network evidence with device- and process-level indicators rather than re-
lying on one signal type.

A second direction is edge-level monitoring, where devices perform lightweight detection and share
only compact evidence. [39] shows that ensemble-style edge analytics (majority voting across simple
classifiers) can improve efficiency while maintaining accuracy, suggesting that “many weak checks”
can be more deployable than one heavy model. In the smart-grid context, this supports endpoint-
level anomaly scoring on meters or gateways, with correlation occurring at higher tiers. At the same
time, resource constraints remain central: [40] emphasizes that severe limitations on edge devices
make fully local detection hard to operationalize, reinforcing the need for hierarchical splitting of com-
putation.

A third direction embeds “collective reasoning” into the structure of the grid itself. [41] proposes se-
curity state awareness by mapping device indices into abstract states and analysing state transitions,
enabling anomaly flags when transitions violate learned patterns. Translating to smart grids, this
favours sharing state-change evidence and transition violations as hunt-support telemetry rather than
raw logs. Complementing this, topology-aware approaches make the collective explicit: [42] pro-
poses temporal, connectivity-informed detection where information is exchanged along grid connec-
tivity to identify false data injection and ramp-style anomalies, demonstrating how the physical net-
work can serve as the substrate for collaborative inference even when the anomaly is gradual rather
than abrupt.

Recent Cl work also explores “collaboration without raw data sharing,” mainly through federated
learning. [43] shows that training locally on smart-meter-class devices and aggregating parameters
can achieve performance comparable to centralized training while maintaining privacy, and [44]
shows similar collaboration with simpler local models deployed across fog-edge layers to reduce
latency. Surveys synthesize these findings by framing federated approaches as a practical Cl pattern
for large-scale, privacy-sensitive infrastructures, while highlighting unresolved issues around heter-
ogeneity and security of the collaboration itself [45]. Finally, protected collaboration has been ex-
plored to mitigate inference and poisoning risks: [46] combines federated updates with homomorphic
encryption and client-weighting to resist attacks on the learning process, but at added computational
and coordination cost.

Research gaps

Across these approaches, three recurring gaps remain. First, feasibility under real resource budgets
is still uncertain: many proposals are validated in settings that do not reflect the weakest nodes in
the AMI (meters and constrained controllers), and even when local computation is claimed “light-
weight,” continuous monitoring, frequent update rounds, encryption, or topology-aware message
passing can create CPU, memory, power, and bandwidth burdens that are difficult to justify in outage-
intolerant operations [40], [43], [46]. Second, trust and robustness in Cl remain incomplete end-to-
end: hierarchical and collaborative architectures implicitly assume honest contributors, yet fog nodes,
meters, and gateways can be compromised; poisoning, collusion, and insider betrayal are acknowl-
edged but often not addressed with integrated trust-weighting, auditable influence tracking, and re-
silient fusion logic that remains effective under partial compromise [36], [45], [46]. Third, operational
usefulness is often underdeveloped: many systems emphasize detection accuracy but provide lim-
ited hunt support, such as explainable triggers, traceable evidence chains, and low-false-positive
workflows. This matters because smart-grid incidents frequently involve legitimate channels and
slow-evolving manipulations where single-signal alerts are unreliable and operators need justification
for actions [38], [42], [31].

Taken together, the literature supports the relevance of Cl in smart grids, especially for multi-tier AMI
visibility and low-latency detection, while leaving space for architectures that combine lightweight
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local anomaly evidence, peer corroboration, and explicit trust and traceability under tight resource
constraints. This aligns with CISSAN goals without undermining their value.

3.33 Blockchain-Based Trust Management

Blockchain-based trust management systems address the disadvantages of centralized trust man-
agement systems by eliminating single point of failures by transforming their architectures into dis-
tributed ones. While fully distributed trust management systems are beneficial for improving the re-
silience against the existence of single points of failure, the literature shows that, in resource-con-
strained and highly dynamic loT environments, these systems often face challenges related to the
global consistency of the trust information, the robustness against manipulation and collusion, and
the scalability of the trust dissemination and computation [47].

Recent research has shown a clear trend in the development of hierarchical, lightweight, or semi-
centralized blockchain-based trust management systems, which address the trade-offs between de-
centralization and the limited resources of 10T devices. In this regard, blockchain-based trust man-
agement systems provide the required immutability, traceability, and auditability of trust while ensur-
ing the scalability of the system by offloading the computation of trust from the constrained environ-
ment of the 10T device. A hierarchical blockchain-based trust management system maintains a block-
chain in the intra-organizational environment of the IoT device and another blockchain in the inter-
organizational environment of the I0T device, where the trust scores of the device in the inter-organ-
izational environment are aggregated from the trust scores of the device in the intra-organizational
environment to improve the scalability of the system and mitigate the effect of the presence of a
number of malicious nodes in the system [48]. Similarly, a semi-centralized blockchain-based trust
management system has been proposed in [49], which maintains a blockchain-based ledger and a
centralized trust computation system to address the trade-offs between the scalability of the system
and the energy constraints of the system. The system maintains a blockchain-based ledger and a
centralized trust computation system, where the trust computation system takes advantage of the
immutability, traceability, and auditability of the blockchain-based ledger while addressing the trade-
offs between the scalability of the system and the energy constraints of the system. Lightweight
blockchain trust schemes highlight the importance of adjusting the computation, storage, and con-
sensus of trust in constrained environments, with the limitations of energy, storage, and bandwidth
remaining the major bottleneck for the development of decentralized systems [50].

In CISSAN, a zero-trust 0T network security framework using distributed blacklisting, trust scoring
and smart contracts (ZETROS) [51] was developed. ZETROS secures loT networks against insider
and outsider attacks, relying on blockchain for transparency and trustworthiness of trust computa-
tions. Trust computation in ZETROS is based on trust scores that are derived from evidence of past
behaviour and interactions and are performed through smart contracts on a blockchain. This is in line
with the overall literature, which shows a clear trend toward blockchain-based trust systems being
significantly more resilient to trust-based attacks, collusion, and data tampering, as opposed to tra-
ditional trust-based systems. The trust model described in ZETROS has been adopted in the CIS-
SAN platform, both conceptually and through simulation. In the CISSAN architecture, global trust
scores are computed by the CISSAN management server, and the trust state is stored on the device
ledger of the Councilbox blockchain system. It is important to note that the CISSAN project’s strategic
objective is to facilitate a gradual transition from legacy, centrally managed systems to a more de-
centralized architecture, without compromising the feasibility, performance predictability, and com-
patibility with existing industrial environments. In addition, there are several challenges associated
with trust score computation, and these challenges have been addressed by the CISSAN architec-
ture, which computes trust off-chain and then anchors it on-chain. In addition, the CISSAN project’s
approach to decentralization is done at the system level, allowing multiple management servers,
each from a different organization, to interoperate via a shared blockchain network. In this case, the
approach to decentralization aligns well with the constraints of legacy systems and systems of trust,
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allowing for a more decentralized approach to trust and a decentralized architecture, rather than a
decentralized application. This is in line with some of the trends identified in the literature, which
suggests that a semi-centralized approach, such as a hierarchical trust-based system, is a potential
solution to some of the performance, scalability, and resource constraints inherent in IoT systems.
However, this also identifies a gap in current research, as many of the current trust-based systems
in the literature, including those identified as hierarchical and lightweight, are still primarily validated
through simulation, and even those acknowledge that there are still numerous challenges to be over-
come.

Recent surveys of blockchain-based trust in [oT and lloT note various mechanisms for decentralized
trust management, highlighting challenges in scalability, energy efficiency, and integration with con-
strained devices and dynamic environments [52]. The Eventchain system, developed by Councilbox
for the CISSAN project, implements a purpose-built blockchain that addresses these gaps.

Eventchain employs a Byzantine Fault Tolerant (BFT) consensus protocol in which a master node
creates blocks and all hub nodes independently validate them, with consensus achieved when a
majority submits verified votes. Rather than using reputation-weighted or performance-based leader
election as explored by [53] and [54], Eventchain implements a zero-trust identity model where node
identity is determined through ECDSA signature verification, favouring simplicity and verifiability over
throughput optimization—properties desirable in multi-organizational deployments where node rep-
utation cannot be assumed a priori.

A distinctive feature is the integration of anomaly detection directly into consensus. While some sys-
tems treat detection and trust scoring as parallel processes, Eventchain embeds anomaly assess-
ments in transactions and requires hub nodes to agree on them during validation. Disagreement
causes block rejection, elevating threat detection to a core consensus operation. The deterministic
training pipeline—using fixed random seeds, sorted data processing, and parameters derived from
the blockchain state—ensures verifiable and reproducible collective anomaly assessment without a
centralized model authority.

For efficient state management, Eventchain implements a key-value store approach, providing effi-
cient lookups for current device state without full blockchain traversal, responding to observations
that practical systems must offer low-latency queries in time-sensitive OT environments [55]. The
complete device lifecycle—registration, trust score updates, anomaly events, and blacklisting—is
recorded as native blockchain transactions through a REST API, each signed with ECDSA
secp256k1 and validated through BFT consensus [56]. Trust scores are computed off-chain by the
CISSAN management server and anchored on-chain, following approaches identified as practical for
reconciling decentralization with 10T performance constraints [57]. Periodic blockchain anchoring
provides external immutability proof, aligned with emerging standardization efforts for blockchain-
based timestamping [58].

The system inherits trade-offs common to blockchain systems for IoT [52] consensus validation
scales linearly with hub count, the ECDSA signing scheme is not quantum-resistant (migration to
NIST PQC algorithms is planned post-project), and storage grows linearly with transaction volume.
Eventchain provides practical evidence that a purpose-built blockchain with BFT consensus, con-
sensus-integrated anomaly detection, and efficient state management can meet the operational re-
quirements of an loT security platform without introducing prohibitive overhead.

To ensure that anomaly assessments are collectively agreed upon rather than unilaterally declared,
the validation protocol requires every hub node to reproduce the anomaly metadata embedded in
each transaction before accepting a block. Each node applies the same detection pipeline—com-
prising statistical and temporal analysis layers—using models trained deterministically from shared
blockchain state with fixed parameters and canonical data ordering, an approach consistent with
recent work on verifiable computation through controlled determinism [59]. Because all honest nodes
derive identical models, any discrepancy in the reproduced scores triggers block rejection under the
BFT quorum rule, making the network’s anomaly assessment as tamper-resistant as the ledger itself
[60]. This consensus-grade verification distinguishes the approach from architectures where
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detection runs alongside—but outside—the consensus loop [61], and ensures that no single node
can inject or suppress anomaly labels without majority agreement.

From a collective intelligence approach, the literature also points to some potential systemic risks
that could impact the outcomes of a project if they are not considered. These include trust systems
being subject to trust-based attacks, collusion, and manipulation, as well as being critically depend-
ent on the quality, diversity, and integrity of evidence sources. Blockchain-based trust management
also adds trade-offs, such as latency, costs, governance, and scalability, which are important con-
siderations, especially for resource-constrained and real-time OT environments. All of these are po-
tential technical and strategic threats to various collective intelligence-based concepts, including trust
scoring, distributed blacklisting, and collaborative defence.

In conclusion, the SoTA is observed to affirm the proposed approach of the CISSAN project to rely
on blockchain-supported trust management and trust scoring as a basis for zero-trust-based collec-
tive intelligence security. At the same time, the identified gaps regarding scalability, performance,
and the cost of fully decentralized trust computation based on smart contracts also affirm the pro-
posed hybrid approach of the project as being more than justified and realistic. It can thus be con-
cluded that the proposed approach to collective intelligence security is viable and can provide the
necessary security benefits to the European Union and the stakeholders of the project today while
also being able to serve as a basis for the extension of trust computation to more decentralized
models in the future.

3.34 Updates on LLM for Cybersecurity Intelligence and Collaborative Cy-
bersecurity Intelligence

LLMs have transformed our world in recent years. They can understand the context of data and
interact with users using natural language. In dynamic loT environments, LLMs have the potential to
analyse heterogeneous data without heavy data-analysis steps such as feature selection and model
training. However, cybercriminals can also use LLMs to enhance their attacks. For example, Cisco
Talos researchers have identified LLMs that cybercriminals can leverage in cyberattacks [62]. There-
fore, it is essential to explore the possibilities of utilizing LLMs in cybersecurity intelligence, as well
as to understand their current limitations and the differences between models.

Recently, several organizations have published SoTA LLMs, each claiming that their model outper-
forms others in one or more tasks. OpenAl’s latest model, GPT-5.2, is SoTA across multiple bench-
marks [63]. Google’s Gemini 3 leads in reasoning [64]. The Mistral 3 series includes both a SoTA
open-source model and a SoTA model designed for edge devices [65]. Claude 4 is SoTA in coding
[66].

LLMs are rapidly evolving, and previous studies have used them for several cybersecurity-related
tasks, such as orchestrating signatures and policies in 10T environments [67], explaining anomalies
detected in network traffic [68], [69], [70], suggesting mitigation plans [68], selecting most relevant
features and detecting anomalies in wireless communication [71], detecting anomalies in computa-
tional workflows [72], acting as honeypots [73], [74], or serving as sparring partner for pen-testers
[75]. These works demonstrate that LLMs have the potential to increase the internal intelligence of
cybersecurity systems. However, qualitative analysis of LLMs in intrusion detection and LLM agent-
powered NIDSs have received only limited attention.

In CISSAN, LLMs have been explored in various ways. The primary focus was intrusion detection
from raw loT network traffic data. First, we prompted LLMs to analyse individual loT network traffic
packets, and we qualitatively evaluated their responses based on answer correctness, reasoning,
and evidence identification. Next, we attempted to fine-tune small LLMs to understand hexadecimal-
formatted loT network traffic data. However, the results from this approach were not satisfactory.
Finally, we built an LLM agent using five different LLMs and explored its performance in detecting
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malicious activity in loT network traffic captures. Our research showed that LLMs have the capability
to understand loT network traffic data and detect malicious activity without network-specific training
or manual data processing. In addition, we proposed an intrusion detection process that utilizes LLM
agents as part of NIDS. Future research questions include, for example, how to combine LLM agents
and traditional ML models for collaborative cybersecurity intelligence in intrusion detection systems.

Collaborative Cybersecurity Intelligence (CCl) refers to the systematic sharing, fusion, and coordi-
nated exploitation of security-relevant information across multiple entities, platforms, and analytical
components to enhance collective situational awareness and defensive capability [76]. In distributed
and heterogeneous loT ecosystems, where individual devices or network segments often possess
only partial visibility, collaboration becomes a prerequisite for effective threat detection, attribution,
and response.

Recent advances in distributed analytics and federated learning [77] have further reinforced the fea-
sibility of CCl by allowing participants to contribute model insights or behavioural abstractions without
exposing sensitive raw data. Such mechanisms are particularly relevant in loT environments char-
acterized by resource constraints, privacy requirements, and organizational boundaries. Collabora-
tive learning approaches can therefore facilitate the creation of shared detection capabilities while
maintaining data sovereignty and regulatory compliance.

In the context of intelligent intrusion detection, CCI can be operationalized through cooperative
anomaly detection, shared model adaptation, and coordinated alert enrichment workflows. Detection
outputs produced by local agents may be exchanged or summarized into higher-level indicators,
enabling peer components to validate findings, refine confidence levels, and contextualize events
within broader threat landscapes. This collective reasoning process supports improved detection ac-
curacy, reduced false positives, and faster incident triage.

Within the CISSAN collaboration, a Proof-of-Concept (PoC) implementation of a fully distributed,
agent-based anomaly detection system was realized using a distributed autoencoder architecture.
In this setup, each agent generates a latent representation of its local loT data and shares this rep-
resentation across the network. A shared decoder reconstructs the data locally on each agent, where
a dedicated anomaly detection routine evaluates deviations from expected behaviour. This design
allows agents to detect anomalies based on reconstructed patterns while minimizing the need to
transmit raw data, preserving privacy, and reducing communication overhead.

This approach operationalizes the principles of CCl by enabling agents to collaboratively learn and
refine a shared model of normal system behaviour. By exchanging latent representations rather than
raw data, the system supports collective situational awareness and coordinates anomaly detection
while maintaining autonomy and local decision-making.

3.35 Collective Intelligence-based threat hunting for cybersecurity

Newer generations of industrial controllers are being designed with additional computational head-
room, allowing them to serve as both operational nodes and lightweight security sentinels. This grow-
ing onboard capacity creates an opportunity to embed local, device-level anomaly detection that
doubles as hunt-support telemetry. In CISSAN, instead of relying exclusively on centralized tools,
each device can contribute evidence about abnormal behaviour, support distributed detection logic,
and cooperate with peers as part of a collective intelligence driven cybersecurity approach. By shar-
ing locally observed anomalies, these devices support a collective threat-hunting model, where un-
usual activity identified by one node can trigger heightened vigilance or response across the entire
network. This shift represents an important step toward resilient, distributed, and intelligence-driven
protection in modern industrial systems, while introducing a negligible strain on the devices them-
selves.
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To support this research direction, this section reviews relevant academic literature to identify early
findings, emerging approaches, or recurring observations that may be relevant to the project.

Previous work

Threat hunting has gained increasing attention in lloT security research as modern attacks routinely
bypass perimeter controls through compromised credentials or misuse of legitimate access [31], [32],
[33], [78]. This recognition has shifted focus toward defensive approaches that operate inside the
operational environment, enabling devices to identify abnormal behaviours occurring within authen-
ticated sessions.

A notable research direction involves deploying lightweight threat-hunting or anomaly detection logic
directly at the edge. [39] proposes an ensemble-based detection model that aggregates several basic
classifiers through majority voting to improve local detection accuracy and efficiency. Their results
show strong performance on an lloT-specific dataset, illustrating the potential of edge-level analytics,
although the evaluation relies on high-performance hardware rather than constrained industrial de-
vices. [40] similarly emphasise that while proactive threat hunting is critical for lloT resilience, the
severe resource limitations of edge devices make fully local detection difficult to operationalise in
practice.

A complementary direction is found in traditional network-centric approaches. [37] extends the IDS
framework with deep inspection capabilities for industrial application-layer protocols. Their enhance-
ments significantly reduce false positives and detect a broader set of network-borne threats, address-
ing an important limitation in industrial environments where unnecessary alerts can disrupt opera-
tions. However, their system cannot detect intrusions performed through legitimate HMI or SCADA
channels that do not produce immediate network anomalies. This is a significant gap given modern
adversaries’ frequent use of credential abuse and operator-level manipulation [38].

To overcome these limitations, research has increasingly turned toward collective intelligence and
collaborative defence. [79] demonstrate that distributing Long Short-Term Memory (LSTM)-based
intrusion detection across fog nodes can yield very high accuracy, though computational demands
restrict deployment to capable fog hardware rather than true lloT endpoints. [35] similarly proposes
a hierarchical fog-based IDS for smart grids, showing that cooperative monitoring reduces detection
latency, though their model coordinates across grid layers rather than enabling cooperation among
resource-constrained devices within a single segment. [41] advances the edge-intelligence perspec-
tive by introducing a security state-awareness model that maps device performance indicators into
abstract states and analyses transitions using complex-network theory. Their work demonstrates that
meaningful security insights can be generated directly on the device, but the approach remains lim-
ited to identifying operational anomalies rather than subtle traces of compromise and presumes com-
putational capacity beyond that available in many industrial controllers.

More autonomous edge-level detection capabilities appear in recent work. [80] presents a Markov-
Game-based threat-response architecture capable of classifying local device states and triggering
isolation when malicious behaviour is detected. By processing simplified feature sets at the edge,
the approach improves response time and reduces false positives. However, the underlying model
depends on continuous retraining and high-performance computation, leaving practical deployment
on embedded lloT hardware uncertain. A related direction is explored by [81], who introduces a
hierarchical edge-computing anomaly-detection model that distributes analysis across sensor nodes
and base stations. They leverage lightweight fuzzy-theory computations, at the sensor end, produc-
ing anomaly scores from single-source, single-moment data, while base stations execute more com-
plex temporal and spatial correlation methods across multiple sensors to confirm abnormal trends.
This layered approach reduces latency and cloud dependency, while enabling localised triggering of
warnings and emergency responses. While effective in structured sensing environments, the model
assumes homogeneous sensor behaviour and does not generalise well to heterogeneous industrial
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controllers operating diverse processes. Furthermore, the approach is applicable only to data
streams and thus lacks device level visibility.

Research gaps in academic literature

Across these diverse studies, recurring research gaps become clear. Most detection models are
evaluated on high-performance computing systems rather than deployed on the constrained devices
they are meant to protect, leaving real-world applicability uncertain. Many approaches rely heavily
on curated datasets that fail to capture operational noise, evolving industrial behaviours, or adver-
sarial presence within systems. Detection mechanisms are frequently tailored to specific attack
types, rather than addressing the broader challenge of identifying stealthy or unknown intrusion ac-
tivity within authenticated sessions. ML models often incur computational, and memory demands
incompatible with resource-constrained controllers, and industrial environments remain particularly
sensitive to false positives due to the operational costs of unnecessary interruptions. Furthermore,
research tends to analyse external data streams such as network traffic or aggregate sensor read-
ings, overlooking internal system traces that often contain early indicators of compromise. Finally,
although both threat hunting and distributed intelligence appear as emerging research directions,
they are rarely integrated into unified architectures that combine lightweight local inspection with
cooperative, peer-supported reasoning.

Collectively, these findings show that while distributed, hierarchical, and edge-centric security solu-
tions offer clear promise, there remains a significant gap between academic proposals and deploy-
able systems. This gap highlights the need for lightweight, cooperative, and operationally feasible
threat-hunting architectures capable of functioning reliably on constrained IloT devices, and for ap-
proaches that combine local inspection with shared intelligence across the network.
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Conclusions

This report provides a detailed State-of-The-Art (SoTA) analysis of the main research areas of inter-
est to the CISSAN project, with a specific focus on collective intelligence for cybersecurity, the latest
Al-based approaches such as generative adversarial models (GANs) and large language models
(LLMs), and the implications of the latest advances in these areas for the development of more se-
cure and resilient digital systems. In effect, the SoTA analysis provides an overview of the latest
approaches and trends in the relevant areas of interest to the project. This overview highlights the
opportunities offered by the latest advances in the field and the challenges they present to the suc-
cess of the CISSAN approaches and solutions, particularly in terms of long-term security, robustness,
and sustainability.

One of the main findings of the SoTA analysis is the identification of the long-term strategic threat to
some of the underlying foundations of the project’s approaches and solutions posed by the develop-
ment of quantum computing. While the latest approaches to the development of post-quantum cryp-
tography (PQC) and the integration of the latest cryptographic models into the CISSAN platform and
its interfaces have already been assessed, their actual implementation in the CISSAN platform and
its interfaces are part of future work post-project. The integration of PQC in collectively intelligent,
secure loT and OT networks is an important step towards future-proofing these infrastructures
against quantum-based adversaries. By analysing the potential implications of quantum computing
and integration of PQC tools, CISSAN contributes to the development of strategic planning for future
critical 1oT and OT infrastructures that can maintain confidentiality, integrity, and trustworthiness
throughout their entire lifetime, even in the presence of evolving cybersecurity threats. In addition,
the SoTA analysis of the latest approaches to Al-based attack and defence models using GANs and
LLMs highlights the need for the continuous monitoring of the latest developments in the field in order
to ensure the long-term success of the project’s approaches and solutions.
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