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Abstract:	The	growth	of	activity	trackers,	smart	watches,	and	other	wearable	devices	has	been	robust	 in	the	
last	 years.	 These	 technologies	 enable	 the	 collection	 of	 information	 about	 a	 person’s	 physical	 activities	 and	
their	health,	such	as	heart	rate.	These	technologies	together	with	mobile	applications	and	cloud	services	have	
created	a	new	way	to	measure	and	store	information	about	personal	health.	Prior	to	these	technologies,	most	
health-related	information	was	exclusively	stored	in	the	hospital	or	health	care	provider’s	system,	but	now	this	
information	can	be	stored	in	a	variety	of	services.	This	change	has	brought	new	ways	to	utilize	technologies	in	
the	area	of	health	and	wellness,	but	at	 the	same	time	questions	have	surfaced	concerning	the	privacy	of	an	
individual’s	 information.	 In	 information	systems	research,	there	have	been	several	studies	on	privacy	and	 its	
different	aspects.	The	central	themes	found	in	these	studies	are	the	impact	of	control,	trust,	and	information	
type	 to	 information	 disclosure.	 Control	 deals	with	 the	 individual’s	 ability	 to	 choose	 how	 information	 about	
them	 is	 collected	 and	 used.	 Prior	 research	 has	 found	 that	 control	 has	 a	 significant	 impact	 on	 the	 privacy	
concerns	 individual’s	 experience.	 These	 privacy	 concerns	 can	 be	 at	 least	 partially	 mitigated	 by	 giving	 the	
individual	 the	 perception	 of	 control	 over	 their	 information.	 This	 paper	 discusses	 a	 study	 regarding	 the	 user	
perception	on	the	privacy	and	sensitivity	of	health	information	collected	with	wearable	devices.	The	paper	also	
explores	the	user	perception	on	health	 information	sensitivity	 in	general,	and	their	willingness	to	share	such	
information	to	other	parties.	Our	study	used	a	qualitative	research	approach	to	collect	empirical	data	and	used	
themed	interviews	as	the	tool.	Individuals	who	currently	use	an	activity	tracker	were	interviewed	for	the	study.	
Privacy	calculus	model	was	used	as	a	theoretical	lens	throughout	the	study,	which	also	guided	the	analysis	of	
findings.		
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1.	Introduction	
The	goal	of	this	research	was	to	study	user	perceptions	of	health	information	collected	with	activity	trackers	
and	similar	technologies.	The	study	explored	the	privacy	and	sensitivity	of	health	 information	and	compared	
them	 to	 different	 categories	 of	 information.	 The	 purpose	 was	 to	 understand	 the	 privacy	 concerns	 that	
individuals	have	about	the	collection	and	storing	of	their	health	information	in	different	places.	Another	aspect	
of	 the	 study	 was	 to	 understand	 how	 these	 factors	 impact	 the	 individual’s	 willingness	 to	 disclose	 personal	
health	 information	 to	 be	 used	 for	 different	 purposes.	 Understanding	 the	 privacy	 implications	 of	 wearable	
devices	 and	 the	 associated	 privacy	 concerns	 has	 been	 identified	 as	 an	 area	 that	 needs	 additional	 research	
(Motti	&	Caine,	2015).		
	
Prior	 research	 has	 found	 that	 users	 are	 sharing	much	more	 of	 their	 health	 and	 personal	 information	 with	
service	providers	than	they	realize	(Patterson,	2013).	The	problem	with	wearable	devices	and	the	associated	
services	 is	 that	 individuals	don’t	have	a	 firm	understanding	of	how	 their	 information	 is	 stored	and	handled.	
Research	on	wearable	devices	has	found	that	users	are	concerned	about	the	collection	of	their	 location	data	
through	GPS,	and	worry	about	the	risks	associated	with	the	disclosure	of	this	information	(Patterson,	2013).	At	
the	 same	 time	 studies	 have	 shown	 that	 overall	 individuals	 have	 low	 levels	 of	 concern	 when	 it	 comes	 to	
disclosing	information	collected	with	their	wearable	devices	(Motti	&	Caine,	2015).	This	has	been	attributed	to	
the	 lack	 of	 awareness	 of	 the	 ways	 organizations	 are	 collecting	 and	 using	 the	 individual’s	 information,	 and	
awareness	would	actually	 increase	privacy	concerns	 (Motti	&	Caine,	2015;	Raij,	Ghosh,	Kumar,	&	Srivastava,	
2011).	
	
The	study	presented	in	this	paper	focused	on	a	phenomenon	that	is	reasonably	new,	so	a	qualitative	research	
method	was	fitting	to	gain	a	deeper	understanding.	Even	though	the	qualitative	approach	does	not	produce	
statistically	 significant	 information,	 the	 analysis	 of	 the	 results	 can	 provide	 some	 generalizability	 in	
understanding	 the	 phenomenon	 (Saaranen-Kauppinen	 &	 Puusniekka,	 2006).	 The	 goal	 of	 the	 study	 was	 to	
understand	the	subjective	experiences	individuals	have	had	with	relation	to	wearable	devices	and	their	health	
data	through	interviews.	



	
	

Interviews	 followed	 themes	 that	were	 central	 to	 the	privacy	 calculus	 theory	 since	 asking	 a	 set	 of	 questions	
might	limit	the	responses	given	(Saaranen-Kauppinen	&	Puusniekka,	2006).	Interviews	created	an	environment	
in	 which	 an	 individual	 can	 express	 their	 true	 feelings	 towards	 privacy	 and	 information	 sensitivity	 without	
having	to	rate	the	sensitivity	of	different	types	of	information	on	a	set	scale.	This	approach	was	chosen	since	
studies	in	information	privacy	have	shown	that	an	individual’s	stated	privacy	preferences	don’t	match	those	of	
actual	behavior	(Berendt,	Günther,	&	Spiekermann,	2015).	
	
Privacy	calculus	theory	was	used	as	the	foundation	for	the	study	presented	in	this	paper.	This	theory	models	
the	 way	 individuals	 think	 when	 making	 decisions	 that	 concern	 their	 privacy,	 such	 as	 disclosing	 personal	
information.	 The	 concept	 of	 privacy	 calculus	 was	 first	 introduced	 in	 social	 sciences	 and	 the	 research	 area	
focused	on	human	behavior	when	using	offline	services	(Laufer	&	Wolfe,	1977;	Stone	&	Stone,	1990).	Laufer	
and	 Wolfe	 (1977)	 used	 the	 term	 calculus	 of	 behavior	 to	 describe	 the	 individual’s	 evaluation	 about	 their	
intentions.	 The	 privacy	 calculus	 idea	 developed	 out	 of	 these	 earlier	 researches	 and	 is	 defined	 as	 the	
individual’s	assessment	of	the	costs	or	risks	associated	with	the	disclosure	of	their	personal	information,	and	
the	possible	benefits	they	receive	as	a	part	of	the	exchange	(Culnan	&	Armstrong,	1999).	
	
Later	the	privacy	calculus	theory	was	further	extended	and	applied	to	online	transactions	(Dinev	&	Hart,	2004;	
Dinev	&	Hart,	2006).	This	extended	model	focuses	on	the	perceived	privacy	risks,	perceived	privacy	concerns,	
and	how	those	aspects	 impact	the	willingness	to	disclose	personal	 information.	 In	this	model	the	focus	 is	on	
the	 user	 perception	 of	 the	 situation	 and	 does	 not	 necessarily	 represent	 the	 actual	 situation,	 so	 it’s	 the	
subjective	 experiences	 that	 impact	 the	 individual’s	 behavior.	 This	 paper	 focuses	 on	 these	 aspects	 in	 the	
analysis	of	the	results.	Part	of	the	analysis	was	to	see	if	 individuals	consider	the	risks	and	benefits	of	sharing	
their	health	 information	to	different	parties	or	organization	when	making	the	choice	to	either	disclose	or	 to	
withhold	information.	
	
2.	Study	set-up	
The	 interviews	 followed	 three	 themes:	 benefits	 and	 risks,	 information	 sharing,	 and	 privacy	 concerns	 and	
sensitivity.	These	themes	captured	how	individuals	use	their	devices	and	the	benefits	they	perceive,	and	what	
information	they	are	willing	to	disclose	or	to	what	purposes.	The	last	theme	focused	specifically	on	evaluations	
of	information	sensitivity	and	the	privacy	concerns	related	to	wearable	devices	and	sharing	health	information.	
	
Individuals	were	asked	to	participate	in	a	study	about	their	experiences	of	using	a	wearable	device,	but	were	
not	told	that	the	goal	of	the	study	was	to	understand	their	privacy	concerns	relating	to	their	experience.	This	
approach	was	chosen	so	that	the	participants	wouldn’t	be	primed	to	answer	all	the	questions	with	privacy	in	
mind.	 This	 allowed	 the	 participants	 to	 discuss	 their	 experiences	 and	 share	 any	 privacy	 concerns	 that	might	
have	emerged	from	their	use.	The	last	theme	of	the	interview	guided	the	questions	towards	the	participants’	
evaluation	of	information	sensitivity	and	privacy,	but	this	was	done	at	the	end	to	make	sure	that	other	answers	
would	not	be	influenced.		
	
Due	to	time	and	resource	constraints,	a	random	sample	of	ten	participants	was	interviewed	for	the	study	(see	
Table	1).	 The	group	consisted	of	a	mix	of	 genders,	 age	groups,	 and	backgrounds,	which	well	 represents	 the	
activity	tracker	users	 in	the	adult	population.	Participants	had	varying	backgrounds	such	as	physical	therapy,	
sports	medicine,	exercise	sciences,	technology,	social	studies,	and	others.	Participants	were	asked	to	rate	how	
active	they	were	on	a	scale	from	1	to	5,	starting	from	“not	very	active”	to	“active	every	day”.	Four	participants	
exercised	almost	on	a	daily	basis,	while	another	four	participants	exercised	multiple	times	a	week	(see	Table	
1).	When	all	these	aspects	are	taken	into	account,	the	group	represented	a	diverse	group	of	individuals,	which	
increased	 the	 reliability	 and	 validity	 of	 the	 findings	 as	 similar	 concerns	 or	 thoughts	 were	 found	 among	
participants.	The	small	sample	size	does	limit	the	generalizability	of	the	findings,	but	findings	offer	insights	to	
the	phenomenon.	
	
Table	1:	Information	about	the	ten	study	participants	
	

Demographics	 	 Activity	Level	
Men	 4	

	
Levels	2	to	3	 2	

Women	 6	
	

Levels	3	to	4	 4	

	 	 	
Level	5	 4	



	
	

Demographics	 	 Length	of	Use	 	
Ages	19	to	30	 4	

	
Less	than	12	months	 4	

Ages	31	to	50	 6	
	

12	to	18	months	 3	
	 	 	 More	than	18	months	 3	
Students	 5	 	 	 	
Employed	 3	

	
	 	

Both	 2	
	

	 	
	
3.	Results	of	the	study	
	
3.1	Device	use	
Wearable	devices	used	by	the	participants	collect	a	variety	of	information	related	to	health	and	other	general	
activity	data.	Information	collected	consist	of:	steps,	distance,	speed,	heart	rate,	location,	sleep,	time,	activity	
level,	 calories	 burned,	 and	maximum	oxygen	 consumption.	Most	 of	 the	 participants	wear	 their	 devices	 the	
entire	day,	but	 take	 it	off	during	the	night	as	sleep	tracking	was	not	 found	to	be	a	useful.	Devices	are	often	
used	 as	 wristwatches	 and	 are	 actively	 being	 used	 during	 exercises	 or	 training	 activities.	 Devices	 passively	
collect	and	calculate	activity	levels,	which	are	shown	as	a	number	or	a	percent	for	the	user.	
	
Participants	valued	and	found	it	useful	to	receive	feedback	or	information	during	their	exercises	and	for	many	
this	was	the	main	reason	to	purchase	the	device.	Being	able	to	see	one’s	heart	rate	(HR)	during	training	was	
the	most	 important	 feature	and	the	reason	 individuals	had	bought	a	device	that	can	measure	HR	from	their	
wrist	 without	 needing	 a	 chest	 strap.	 None	 of	 the	 participants	 had	 purchased	 the	 device	 to	 motivate	
themselves	to	move	more.	The	information	provided	by	the	device	helped	some	to	do	longer	runs	or	exercises,	
but	for	many	it	improved	the	quality	much	more	than	the	quantity.	Greater	awareness	of	one’s	exercises	was	
the	most	mentioned	benefit.		
	
Participants	were	 asked	 if	 they	 have	 evaluated	 their	 own	health	 based	 on	 the	 information	 provided	 by	 the	
device,	or	if	one	could	do	so	with	the	information.	None	had	evaluated	their	health	conditions	specifically,	but	
had	 used	 the	 information	 to	 evaluate	 their	 fitness	 level.	 Many	 raised	 the	 concern	 that	 the	 information	
collected	by	 the	devices	 is	not	accurate	or	 relevant	enough	 to	 truly	evaluate	one’s	own	health.	Participants	
were	asked	 if	 they	would	 like	to	collect	additional	 information	about	their	health	such	as	oxygen	saturation,	
blood	pressure,	or	other	health	information	either	with	a	wrist	worn	device	or	some	other	medical	device	at	
home.	Many	 found	 that	 this	 additional	 information	wouldn’t	 be	 useful	 for	 them,	 but	 indicated	 they	would	
have	interest	to	do	so.	When	asked	if	a	long-term	illness	would	change	their	thinking,	most	indicated	that	then	
they	would	be	even	more	willing	and	interested	to	collect	this	information	themselves.	
	
3.2	Sharing	on	social	media	
The	participants	in	the	study	were	asked	about	their	willingness	to	share	information	they	have	collected	with	
their	 wearable	 devices	 for	 different	 purposes.	 Table	 2	 below	 highlights	 the	 findings	 divided	 by	 different	
categories.	Wearable	devices	often	have	a	companion	application	that	works	together	with	the	device	or	an	
online	portal	 that	one	 can	use	 to	 access	 their	 collected	 information.	One	of	 the	 features	 that	 these	have	 is	
sharing	 information	 about	 one’s	 exercises	 to	 others	 in	 social	 media	 or	 in	 services	 provided	 by	 device	
manufacturers.	
	
Table	2:	Willingness	to	share	information	
	

Willingness	to	share	information	 Yes	 No	
Social	media	 1	 9	
Doctor	 10	 0	
Medical	research	 10	 0	
Occupational	health	services	 8	 2	
Device	manufacturer	 7	 3	



	
	

Only	one	participant	shared	information	about	their	exercises	in	social	media,	and	this	person	also	gave	direct	
access	 to	 his	 training	 information	 to	 close	 friends	 and	 to	 an	 informal	 trainer.	 This	 person	 saw	 value	 from	
sharing	with	friends	and	comparing	their	performance	to	that	of	friends,	and	had	no	concerns	from	doing	it.	All	
the	other	participants	chose	not	 to	share	exercise	 information	 from	their	activity	 trackers	 in	social	media	or	
similar	platforms.	Everyone	had	at	least	one	social	media	account	and	used	them	frequently,	but	there	were	
some	differences	in	how	often	individuals	shared	other	content	in	these	platforms.	
	
For	many,	they	saw	no	benefit	from	sharing	information	about	their	exercises	on	social	media.	They	preferred	
to	keep	the	information	to	themselves	and	for	many	they	thought	that	the	information	would	be	of	no	value	
to	others	 if	 they	chose	to	share.	Participants	saw	that	talking	about	health	 is	something	you	do	with	friends	
and	 family,	 but	 in	 regular	 conversations	 outside	 of	 social	 media.	 Also,	 some	 concerns	 were	 raised	 such	 as	
public	nature	of	information	in	social	media,	so	participants	limited	the	amount	of	personal	information	they	
share	 such	 as	 birthdays	 and	 physical	 locations.	 There	were	 also	 concerns	 that	 sharing	 exercise	 information	
might	 not	 be	 considered	 socially	 acceptable	 and	 one	might	 receive	 negative	 comments	 relating	 to	 exercise	
habits.	 Secondary	 use	 of	 information	 was	 also	 mentioned	 as	 something	 hindering	 information	 sharing	 as	
participants	were	not	aware	of	what	other	purposes	their	information	might	be	used	for.	
	
3.3	Sharing	with	doctor	
None	of	the	participants	had	shared	data	collected	with	their	wearable	devices	with	a	doctor,	but	all	of	them	
were	willing	to	do	so	under	right	circumstances	(see	Table	2).	Overall,	participants	would	not	offer	the	data,	
but	would	prefer	 the	doctor	 to	ask	 for	 the	 information.	This	was	seen	as	a	way	 interaction	with	health	care	
professionals	could	work.	Many	participants	raised	concern	that	the	information	would	not	be	very	useful	for	
the	doctor,	but	it	might	be	something	the	doctor	might	want	to	store	as	a	reference	if	needed	at	some	later	
point.	 All	 the	 participants	 considered	 themselves	 to	 be	 basically	 healthy	 so	 they	 couldn’t	 see	what	 benefit	
would	 come	 from	 a	 doctor	 seeing	 their	 activity	 levels	 or	 HR,	 but	 they	 had	 no	 problems	 in	 providing	 this	
information	if	asked.	
	
Participants	saw	that	someone	with	an	illness	or	medical	condition	could	benefit	from	collecting	information	
with	 the	 wearable	 device	 or	 some	 other	 medical	 devices	 and	 then	 providing	 this	 to	 the	 doctor	 for	 use.	
Participants	 expressed	 their	 willingness	 to	 collect	 additional	 health	 information	 about	 themselves	 and	
providing	 it	 to	 the	 doctor	 if	 they	 would	 have	 a	 health	 condition	 that	 would	 benefit	 from	 the	 additional	
information.	
	
Using	activity	trackers	and	doing	self-measuring	at	home	with	other	devices	was	seen	as	something	that	can	
improve	the	current	situation	with	medical	care,	but	cannot	replace	doctors.	Most	of	the	participants	saw	that	
potentially,	this	type	of	self-collection	of	information	that	is	then	transferred	to	the	doctor	could	decrease	the	
number	of	doctors’	 visits	needed.	 This	was	 found	 to	be	useful,	 especially	 for	 those	 individuals	 that	have	an	
illness	or	condition	that	requires	frequent	visits	just	for	measurements.	
	
One	of	the	concerns	that	participants	expressed	in	the	example	of	self-measurement	was	that	someone	at	the	
health	 center	 would	 need	 to	 actively	 look	 at	 the	 data	 and	 send	 replies	 to	 the	 individual.	 It	 would	 require	
someone	to	actively	look	at	the	incoming	information	so	the	individuals	would	get	feedback	if	something	was	
wrong.	 Others	 raised	 the	 concern	 that	 there	 would	 be	 a	 high	 risk	 of	 measurement	 errors	 especially	 with	
elderly	 individuals	 that	would	 attempt	 to	 take	measurements	 at	 home.	 These	wrong	 values	 could	 lead	 into	
misdiagnosis,	which	could	lead	into	worsening	the	condition.	
	
One	participant	also	expressed	concerns	that	health	 information	sent	to	the	doctor	would	be	evaluated	only	
by	 a	machine	 running	 an	 algorithm	 and	 not	 by	 a	 real	 person.	 There	were	 also	 concerns	 that	 especially	 the	
elderly	would	have	problems	with	the	use	of	devices	and	transmitting	the	data	to	the	doctor.	The	idea	from	
many	of	the	participants	was	that	activity	trackers	could	be	useful	devices	to	support	healthy	lifestyle	changes,	
which	leads	to	fewer	illnesses	and	fewer	doctor	visits.	Few	of	the	participants	also	expressed	concerns	on	the	
lack	of	 social	 interaction	with	 the	doctor	 if	 the	health	 care	model	would	move	 into	 self-measurements	 and	
interaction	through	online	services.	
	
3.4	Sharing	for	medical	research	
Participants	 were	 also	 asked	 in	 the	 interview	 if	 they	 would	 be	 willing	 to	 give	 the	 information	 they	 have	
collected	with	 their	wearable	device	 to	medical	 research.	Participants	were	given	an	example	of	 research	 in	



	
	

cardiovascular	health	and	how	the	information	could	be	used	to	find	new	treatments.	Everyone	was	willing	to	
provide	their	information	to	be	used	in	such	a	way	without	any	hesitation	(see	Table	2).	
	
Some	had	concerns	that	information	would	need	to	be	kept	private	and	confidential	in	order	for	them	to	feel	
comfortable.	 Few	participants	were	willing	 to	give	 their	 collected	 information	 if	 the	 requesting	organization	
was	 someone	 official	 or	 a	 well-known	 company,	 but	 would	 be	 hesitant	 to	 provide	 to	 some	 individual	
researchers.	One	participant	expressed	concern	that	they	wouldn’t	want	their	information	to	end	up	in	some	
marketing	organization,	but	they	would	be	willing	to	take	the	risk	to	be	able	to	help	other	people.	For	another	
participant,	it	was	important	that	they	were	just	one	of	the	subjects	of	the	study	as	they	weren’t	comfortable	
that	someone	would	just	look	at	their	individual	data.	
	
3.5	Sharing	with	occupational	health	
Participants	were	asked	 if	 they	would	be	willing	 to	use	an	activity	 tracker	provided	by	 their	employer	 if	 the	
data	from	the	device	would	be	transferred	to	an	occupational	health	provider.	Most	of	the	participants	would	
be	willing	 to	use	an	activity	 tracker	or	at	 least	 consider	 it	with	 some	conditions	 (see	Table	2),	but	 they	also	
expressed	many	concerns	and	negatives	aspects	that	the	given	scenario	would	bring.			
	
The	important	factor	for	participants	was	that	the	data	would	only	be	sent	to	an	occupational	health	service	
provider	 as	 they	 already	 handle	 employer’s	 health	 information.	 Participants	 expressed	 trust	 towards	 health	
service	 providers	 and	 that	 they	 wouldn’t	 intentionally	 disclose	 patient	 information	 to	 the	 employer.	 The	
concern	that	most	had	was	the	employer	might	somehow	get	access	to	the	 information	and	because	of	this	
risk	some	of	the	participants	would	choose	to	not	to	use	the	device.	A	few	participants	had	worries	that	the	
employer	might	choose	to	promote	only	those	individuals	that	are	physically	active,	which	would	punish	those	
in	worse	health.	It	was	also	expressed	that	this	information	could	be	used	when	determining	which	individuals	
are	laid	off	if	a	company	is	downsizing.	
	
Even	though	participants	thought	of	these	potential	risks,	they	considered	them	to	be	not	very	likely	to	happen	
and	that	 the	benefits	are	higher	 than	potential	 risks.	Participants	saw	this	 scenario	as	something	positive	as	
long	as	the	intentions	would	be	to	help	people	and	this	would	be	expressed	transparently.	They	saw	the	value	
that	providing	such	as	device	could	motivate	individuals	to	be	more	active,	but	at	the	same	time	it	might	not	
be	 encouraging	 for	 someone	 that	 is	 not	 very	 active.	 For	 this	 reason,	 using	 one	 of	 the	 devices	 should	 be	 a	
choice	 instead	of	a	requirement	by	the	employer.	There	were	two	participants	that	wouldn’t	want	to	take	a	
device	from	their	employer	as	they	felt	like	then	the	employer	would	feel	like	a	custodian	to	them.	
	
3.6	Sharing	with	device	manufacturer	
Participants	were	asked	if	they	would	be	willing	to	allow	the	manufacturer	of	their	activity	tracker	to	use	the	
collected	 information	 to	 improve	 their	products	 and	 services.	 Some	companies	might	already	be	doing	 this,	
but	the	participants	were	asked	if	they	were	given	the	choice,	would	they	allow	their	information	to	be	used	in	
this	 way	 or	 not.	 Most	 participants	 were	 willing	 to	 have	 the	 company	 use	 their	 information	 for	 improving	
services	and	products	(see	Table	2).	Some	participants	assumed	that	this	is	what	the	companies	are	most	likely	
doing	now,	even	though	they	are	not	aware	of	it.	Still	this	did	not	cause	them	any	worries.	
	
A	 few	 participants	 said	 that	 they	 probably	would	 not	 give	 access	 to	 their	 information,	 and	 that	 they	 often	
choose	to	give	only	mandatory	information	during	registration	for	a	new	service	and	choose	the	option	not	to	
have	 their	 data	 used	 for	 other	 purposes.	 There	 were	 concerns	 that	 many	 services	 require	 access	 to	
information	 during	 registration	 and	 participants	 felt	 that	 it	 is	 inevitable	 that	 their	 information	 is	 going	 to	
spread	 to	 other	 places.	 Some	 accepted	 that	 the	 manufacturer	 can	 share	 this	 information	 if	 they	 are	
transparent	about	to	whom	it	is	getting	transferred	to,	while	others	had	concerns	that	their	information	could	
end	up	being	spread	to	other	parties	that	have	no	good	reason	for	having	it.	
	
3.7	Information	sensitivity	
During	the	interview,	the	participants	were	asked	to	think	about	the	type	of	 information	that	their	wearable	
device	 is	 gathering	 and	 to	 evaluate	 how	 personal,	 private,	 or	 sensitive	 it	 is.	 Participants	 described	 the	
information	collected	by	their	devices	as	not	sensitive,	not	secret,	not	confidential,	and	quite	general.	No	one	
saw	that	the	information	the	devices	were	collecting	to	be	sensitive,	but	they	still	expressed	some	concerns.	
Participants	 saw	 that	 the	 information	 told	 about	 their	 exercises,	 training	habits,	 and	HR	 and	 these	 types	 of	
information	 is	 not	 private	 to	 them	 and	 doesn’t	 identify	 them.	 A	 few	 of	 the	 participants	 described	 the	



	
	

information	 collected	 by	 their	 wearable	 devices	 as	 just	 numeric	 without	 any	 strong	 connection	 to	 the	
individual,	so	it’s	not	harmful	or	meaningful	for	someone	else	to	see.	They	did	have	slight	concerns	if	the	data	
would	be	accompanied	with	their	name	and	address.	
	
Many	had	no	worries	for	whom	would	get	access	to	the	information	as	they	saw	no	harm	to	them.	Information	
was	seen	as	useless,	for	example	for	criminals,	but	still	the	participants	did	not	want	to	give	the	information	to	
just	anyone	or	letting	it	to	be	spread	to	the	public.	One	person	described	that	the	data	would	tell	where	they	
live,	 when	 they	 sleep,	 where	 they	 go	 during	 the	 day,	 so	 there	 is	 an	 aspect	 of	 sensitivity.		
	
To	understand	how	sensitive	and	private	individuals	perceive	the	data	collected	by	their	wearable	device,	they	
were	 asked	 to	 compare	 the	 collected	 information	 with	 the	 information	 stored	 on	 their	 electronic	 medical	
records	that	doctors	have.	There	was	a	clear	distinction	between	these	categories	to	the	participants	as	they	
saw	them	quite	differently	 (see	Table	3).	Participants	saw	the	 information	collected	by	a	wearable	device	as	
numerical	and	general	and	the	information	that	the	doctor	has	is	written	from	verbal	conversation	and	more	
specific.	
	
Table	3:	Wearable	device	information	compared	to	medical	records	
	

Wearable	Devices	 	 Medical	Records	
General	

	
Specific	

Numerical	
	

Text	
Not	personal	

	
Identifiable	

Exercise	habits	
	

Medical	conditions	
Not	private	

	
Private	

Not	sensitive	
	

Sensitive	
	
Participants	 described	 how	 the	 information	 from	 their	 device	 doesn’t	 tell	 much	 about	 them,	 but	 the	
information	from	the	doctor’s	records	is	more	sensitive,	private,	and	detailed	about	their	physical	health.	One	
participant	 did	 note	 that	 the	 information	 that	 the	doctor	 has	 is	medical	 history	 so	 it	 is	 past	 things,	 but	 the	
activity	tracker	creates	new	information	all	the	time	and	it	is	a	better	descriptor	of	the	current	situation.	Still,	
the	 participants	 consider	 their	medical	 records	 as	more	 sensitive	 because	 of	 the	 potential	 content,	 such	 as	
illnesses	or	medication	that	might	be	recorded	there.	
	
Some	of	the	participants	expressed	concern	that	the	doctor	has	information	such	as	blood	type	and	other	lab	
results,	which	are	very	sensitive	and	very	specific	factors	of	one’s	health.	The	main	difference	that	was	brought	
up	 by	 the	 participants	 was	 that	 medical	 records	 include	 information	 that	 is	 not	 in	 numerical	 format	 that	
describes	 details	 about	 the	 person.	 These	 include	written	 details	 about	 procedures,	 details	 about	 personal	
discussions	between	patient	and	doctor.	This	is	the	information	participants	thought	to	be	the	most	sensitive	
and	private	and	as	something	that	the	activity	tracker	does	not	have	
	
To	better	understand	how	individuals	perceive	the	sensitivity	of	their	health	data,	participants	were	asked	to	
compare	the	 information	stored	 in	their	medical	records	to	their	 financial	 information.	Examples	of	 financial	
information	were	 given	 such	 as	 account	balance,	 income,	paid	 taxes,	 and	 loans.	 The	 goal	was	 to	 see	which	
information	type	was	perceived	as	more	sensitive	and	private	and	for	what	reasons.	This	is	an	area	that	there	
was	 no	 consensus	 between	 the	 interview	 participants	 as	 some	 valued	 one	 type	 of	 information	 above	 the	
other.	
	
Both	health	and	financial	information	are	considered	to	be	the	most	sensitive	and	private	information,	but	
individuals	rate	these	differently.	For	some,	information	about	their	finances	and	spending	habits	is	more	
private,	and	more	risks	are	associated	with	this	information	being	made	public.	A	person’s	financial	situation	
was	seen	as	something	that	can	be	exploited,	but	a	medical	diagnosis	could	not	have	the	same	impact.	For	
others,	health	and	medical	information	is	more	private	as	for	them	it	reveals	more	about	a	person	and	there	is	
potential	that	their	medical	records	would	contain	something	confidential.	All	the	participants	were	asked	if	
their	evaluation	between	these	categories	of	information	would	change	if	they	would	have	some	long-term	
illness	and	potentially	use	medications.	For	all	the	participants	except	one,	they	considered	that	in	the	given	
scenario	their	health	information	would	be	more	sensitive	and	potentially	more	harmful	if	disclosed.	



	
	

	
3.8	Privacy	concerns	
During	the	interview	the	participants	expressed	different	privacy	concerns	that	they	had	and	also	talked	about	
the	 risks	 that	 comes	with	use	of	wearable	devices	or	 having	health	 information	 in	 electronic	 format.	When	
participants	discussed	misuse	of	health	information	they	were	mostly	optimistic	about	their	information	being	
safe	and	they	had	doubts	that	the	information	would	be	valuable	to	someone.	Some	risks	of	digitalized	health	
information	 were	 seen,	 such	 as	 easier	 access	 by	 unauthorized	 parties,	 but	 this	 concern	 was	 mitigated	 by	
electronic	fingerprint	left	by	a	person	accessing	them.		
	
Three	organizations	were	brought	up	that	could	potentially	benefit	from	misusing	personal	health	information.	
Banks	 and	 insurance	 companies	 were	 seen	 as	 organizations	 that	 could	 take	 advantage	 of	 medical	 records	
when	deciding	on	loans	or	when	determining	if	certain	payments	are	according	to	policy.	The	third	group	was	
employers	who	might	 use	 health	 information	 to	 determine	who	 to	 hire,	who	 to	 layoff,	 or	who	 to	 promote	
inside	the	company.	
	
There	were	also	some	general	concerns	among	the	participants	relating	to	our	reliance	on	electronic	systems	
in	medical	 and	 financial	 sectors,	which	do	not	have	paper	 records	as	backups.	 Even	with	all	 these	potential	
misuses	and	unauthorized	access	 the	consensus	among	participants	was	 that	 these	new	systems	offer	more	
benefits,	which	outweigh	the	risks	and	privacy	concerns.	
	
During	 the	 interviews,	 participants	 were	 asked	 how	 it	 would	 impact	 them	 if	 the	 company	 whose	 activity	
tracker	they	had	would	have	a	security	breach.	None	of	the	participants	said	that	they	would	stop	using	their	
device	 if	 their	 information	would	 have	 been	 stolen	 from	 the	 company,	 but	 for	 a	 few	 it	would	 impact	 their	
future	purchases.	Participants	viewed	security	breaches	as	something	that	is	unavoidable	and	they	happen	to	
companies	occasionally	and	saw	it	as	an	acceptable	risk	for	them.	They	expect	the	company	to	fix	any	issues	to	
avoid	 further	 problems,	 but	 it	 was	 important	 that	 the	 company	 is	 not	 purposely	 misusing	 the	 customer	
information	or	selling	it	to	outside	parties.	Unethical	behavior	or	attempts	to	hide	security	incidents	was	said	
to	impact	further	relationship	with	the	organization.		
	
Participants	 explained	 that	we	would	 need	 to	 limit	 our	 everyday	 life	 in	many	ways	 if	we	 are	 not	willing	 to	
accept	 the	 security	 risks.	Examples	were	given	 such	as	a	 security	breach	 to	a	 financial	 institution	would	not	
make	the	individual	change	banks,	so	this	same	logic	applied	to	companies	making	activity	tracker	and	storing	
health	information.	These	incidents	were	seen	to	impact	large	groups	of	people	at	a	time,	so	the	individual	did	
not	feel	personally	so	much	at	risk.		
	
Many	of	the	wearable	devices	have	GPS	capabilities	either	built-in	to	the	device	or	they	take	advantage	of	the	
GPS	of	the	user’s	smart	phone.	This	functionality	brought	concerns	to	a	few	of	the	participants	as	they	thought	
they	could	be	potentially	tracked	or	followed.	One	participant	expressed	concern	that	their	location	data	might	
be	collected	covertly	without	them	knowing	and	their	movements	could	be	followed.	At	the	same	time,	they	
didn’t	perceive	this	to	be	very	likely	to	happen.	Another	participant	expressed	concern	that	their	location	data	
could	be	used	 to	 follow	 them	or	 to	plan	 to	 steal	 something	 from	 their	home	when	 they’re	 gone.	 They	also	
considered	that	this	type	of	scenario	is	not	very	likely,	but	this	is	a	small	risk	that	exists.	
	
One	participant	talked	about	their	location	data	not	being	that	sensitive	since	they	as	a	person	aren’t	
interesting	to	someone	else.	They	thought	that	if	they	would	become	more	well-known	or	choose	to	be	in	
politics	they	would	think	differently	about	the	sensitivity	of	their	location	data.	Similar	to	the	previous	
comment,	another	participant	said	that	they	have	nothing	to	hide	in	their	life,	so	it	is	not	a	big	issue	if	
someone	could	get	access	to	their	GPS	data.	For	them	it	was	not	very	likely	that	someone	would	want	to	
follow	them	when	they	go	jogging.	
	
Participants	expressed	a	general	sense	of	trust	towards	organization	and	thought	that	they	are	doing	a	good	
job	protecting	people’s	 information.	Some	of	the	participants	had	concerns	about	their	privacy	as	they	were	
not	aware	of	the	places	that	might	store	their	information,	which	meant	that	they	had	no	control	over	who	is	
accessing	 and	 what	 information.	 Few	 of	 the	 participants	 said	 that	 they	 limit	 the	 type	 and	 amount	 of	
information	they	give	during	the	registration	process	of	online	services.	There	were	some	concerns	that	most	
services	collect	information	about	the	user	without	being	explicit	about	the	type	of	information.		
	



	
	

Free	services	that	collect	user	information	for	advertisers	was	seen	as	annoying,	but	not	a	concern	for	privacy.	
It	was	also	expressed	that	many	individuals	might	not	have	that	high	of	privacy	concerns	in	general	because	of	
the	lack	of	understanding	of	what	is	possible	or	what	might	happen	to	their	information	if	stolen.	Viruses	and	
malware	on	computers	were	recognized	as	something	unwanted,	but	some	of	participants	expressed	that	they	
did	not	understand	the	negative	impact	from	them.	
	
Some	cynicism	was	expressed	towards	all	the	third	parties	that	user	data	might	be	given,	and	concerns	over	
how	 it	 was	 being	 used.	 Participants	 discussed	 how	 they	 leave	 a	 trace	 everywhere	 they	 go	 online	 and	 also	
information	 about	 the	 places	 they	 physically	 visit	 gets	 stored	 online.	 Identity	 thefts	 were	 mentioned	 as	
something	happening	 frequently	and	 that	 criminals	 can	access	personal	 information	 from	even	many	public	
sources,	but	these	concerns	and	risks	still	did	not	have	much	impact	on	the	behavior	of	the	individuals.	
	
The	best	ways	to	mitigate	privacy	concerns	based	on	the	responses	of	the	participants	was	giving	control	over	
information	 and	offer	 transparency	over	 the	 information	practices.	 Individuals	 appreciated	when	 they	were	
given	the	option	to	choose	what	 information	to	provide	for	a	service	or	 it	was	explained	to	them	why	some	
type	of	information	was	essential	for	registration.	Participants	also	had	a	better	outlook	on	services	that	were	
transparent	about	what	user	data	is	collected	and	how	it	is	being	used.	Even	though	this	information	did	not	
significantly	change	the	behavior	of	the	participants	they	were	more	willing	to	trust	the	organization.	
	
4.	Conclusion	
The	growth	of	the	wearable	technology	market	is	impacting	how	individuals	collect	and	store	their	health	
information.	Prior	to	these	technologies,	health	information	was	stored	in	medical	records	accessible	only	by	
doctors	that	provide	health	care	services.	Now	health	information	is	being	stored	in	a	variety	of	places	
including	wearable	devices,	smart	phones,	laptops,	and	cloud	services	offered	by	different	organizations.	As	
the	health	information	services	have	become	decentralized	and	individuals	have	easier	access	to	their	
information	this	has	brought	some	new	privacy	concerns	and	risks.	Figure	1	provides	a	synthesis	of	the	central	
findings	of	the	study	by	listing	them	under	the	three	sections	identified	from	privacy	calculus	theory.	
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Figure	1:	Synthesis	of	the	research	findings	
	
The	study	found	that	information	collected	with	wearable	devices	is	not	perceived	as	sensitive	or	private.	
However,	health	information	stored	in	patient	medical	records	is	considered	to	be	very	sensitive	and	private	to	
the	individuals.	Medical	records	contain	text	written	by	doctors	about	procedures	and	discussions	that	are	
considered	to	be	the	most	sensitive	type	of	information.	Based	on	the	findings	health	care	providers	and	
medical	research	can	benefit	from	the	huge	amount	of	data	individuals	have	collected	with	their	wearable	
devices.	Use	of	data	needs	to	be	described	clearly	and	transparently	to	mitigate	any	privacy	concerns	from	the	
individuals.	People	are	willing	to	collect	even	additional	health	data	if	it	can	be	used	in	the	care	of	their	health,	
but	in	order	to	benefit	from	this	data	systems	and	processes	needs	to	be	created	to	transfer	the	data	to	health	
care	providers.	Wearable	devices	are	not	seen	as	a	replacement	for	doctors,	but	as	a	way	to	supplement	the	
current	health	care	services.	Transitioning	to	a	more	self-measurement	health	care	model	causes	individuals	
some	concerns	over	the	accuracy	of	the	data	and	how	the	information	is	being	used	for	diagnosis.	
	
Overall,	individuals	have	privacy	concerns	about	the	disclosure	of	their	information,	especially	concerning	their	
health.	They	are	able	to	identify	potential	risks	such	as	collection,	misuse,	and	outside	parties	getting	access	to	



	
	

their	 information.	 Information	 collection	 and	 misuse	 are	 perceived	 as	 risks	 that	 are	 always	 present	 when	
interacting	with	online	services.	Nonetheless	the	likelihood	that	the	risks	or	concerns	are	realized	is	considered	
to	be	very	 low.	Since	 individuals	do	not	perceive	 that	 the	potential	 risks	could	cause	 them	significant	harm,	
these	concerns	are	not	impacting	their	use	of	products	and	services	considerably.	Individuals	continue	to	use	
products	and	services	that	they	find	useful	or	receive	benefit	from,	but	they	limit	the	amount	of	information	
they	provide.	Increased	awareness	over	one’s	exercises	and	the	ability	to	increase	the	quality	of	training	were	
the	main	benefits	as	well	as	the	reasons	for	adopting	wearable	devices.	These	benefits	were	perceived	to	be	
greater	than	any	of	the	potential	risks	or	perceived	privacy	concerns	that	individuals	had.	
	
Device	makers	need	 to	consider	how	and	when	 location	data	 is	being	collected	as	 this	 causes	many	privacy	
concerns	 that	 can	 impact	 use	 and	 adoption	 of	 these	 devices.	 Device	 manufacturers	 should	 explore	 the	
possibility	 that	 GPS	 functionality	 is	 enabled	 only	 during	 exercises	 and	 off	 during	 other	 times.	 Based	 on	 the	
findings,	privacy	concerns	could	increase	as	the	information	collected	by	wearable	devices	resembles	more	of	
the	information	stored	in	medical	records.	Companies	need	to	consider	the	types	of	information	that	is	useful	
and	 relevant	 to	 be	 collected.	 These	 privacy	 concerns	 might	 also	 emerge	 when	 information	 from	 wearable	
devices	is	linked	to	personal	medical	records.	One	aspect	for	future	research	would	be	to	interview	individuals	
that	 have	 had	 experiences	 of	 identity	 theft	 or	 other	misuse	 of	 personal	 information	 and	 see	 if	 these	 have	
impact	on	the	evaluation	of	information	sensitivity	and	privacy	concerns.	
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