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PRIVACY NOTICE FOR RESEARCH SUBJECTS 
 The privacy notice has been published at [https://www.jyu.fi/en/data-privacy/extremist-terrorism-and-the-construction-of-victimhood-in-german-societal-debate-privacy-notice]. 
10.8.2020, updated 10.3.2022, updated 13.11.2023
1. name and duration of the research
The study with a work title Extremist terrorism and the construction of victimhood in German societal debate is a dissertation research project that investigates how victimhood is discursively constructed in the debates in German society (who is constructed as a victim) and how people talk about victims of Islamic terrorism and about victims of right-wing extremist terrorism in Germany. This research is estimated to be completed in 2025. 
2. Legal basis for the processing of personal data 
Lawfulness of processing
Personal data will be processed in accordance with point (e) of Article 6(1) of the General Data Protection Regulation because the processing is necessary for scientific research purposes (Data Protection Act (1050/2018) section 4 paragraph 1 (3). 
[bookmark: _Hlk97795460]Processing of special categories of personal data Article 9(1) of the Data Protection Regulation does not apply to the processing of data for scientific research purposes or to the processing of research and cultural heritage materials for archiving purposes in the public interest (Data Protection Act (1050/2018) section 6 paragraph 1 (7) and (8). Processing of special categories of personal data Article 9(1) of the Data Protection Regulation does not apply to the processing of personal data which are manifestly made public by the data subject (Article 9, paragraph 2(e)). 
[bookmark: _Hlk149913632]Personal data relating to criminal convictions and offences referred to in Article 10 of the Data Protection Regulation may be processed because the data are processed for a purpose referred to in section 6, subsection 1, paragraph 7 (processing of data for scientific research purposes).
Processing of special categories of personal data in this research include:
☒ Race or ethnic origin
☒ Political opinions
☒ Religious or philosophical beliefs
Basis is also freedom of an academic expression (section 27 of the data protection act 1050/2018). 
Processing is necessary also for compliance with a legal obligation to which the controller is subject (the obligation to designate the author).
3. Controller, scientist-in-charge and contact person
Controller: scientist in charge
University of Jyväskylä, Seminaarinkatu 15, P.O. Box 35, 40014. Switchboard (014) 260 1211, Business ID 0245894-7. Data protection officer of the University of Jyväskylä: tietosuoja@jyu.fi, tel. 040 805 3297.
Scientist in charge of the research: Anna-Maija Ylä-Mattila; anna-maija.a-m.yla-mattila@ jyu.fi 
Contact person(s): Anna-Maija Ylä-Mattila
Implementers of the research. Anna-Maija Ylä-Mattila. In addition, this research being a dissertation, some employees of the University (e.g. supervisors of the thesis, employees from the Department of communication and language studies) have the possibility to have the access/to process personal data during this research. The scientist-in-charge will provide more information on the persons. 
Recipients of personal data. Personal data will not be transferred to other parties. 
Transfer of data outside the EU or EEA and appropriate safeguards. No personal data will be transferred outside the EU or EEA
Processors of personal data. No third party will process personal data.
4. background and purpose of the research
Extremist terrorism is a growing challenge all over Europe, but especially in Germany, where not only Islamic terrorism challenges society, but also the Neo-Nazism is an ever-growing challenge. In addition to social sciences, language studies have important perspectives on these topics in research. 
The purpose of this research is to clarify victims’ position and how victimhood is being constructed and acknowledged in societal debates on terrorism in Germany. What does victimhood mean in German societal debates? This will be done in this research by studying who or what is constructed as victim and how, and how do people talk about them and what position they get in the discussions. Fundamentally, this research aims to clarify the meaning of language and language use in our societies. The context will be narrowed down to a societal debate on a terror attack at the Christmas market at Breitscheidplatz in Berlin 2016 and on the right-wing terrorist group Nationalsozialistischer Untergrund (NSU).

5. practical implementation of the research 
This research will be implemented by using critical discourse studies as a theoretical/methodological background, and the tools used in the analysis of the data are commonly accepted and used in CDA and language studies. The data consists of public data: parliamentary speeches, media reports, and social media (X, former Twitter). No active participation of data subjects is needed. From the personal informing of data subjects will be deviated based on EU’s General Data Protection Regulation, Article 14.5, since it would involve a disproportionate effort or be partly even impossible. Data subjects include people whose contact information is not available (e. g. interviewees in news articles) and/or contacting them would require a disproportionate effort or be even impossible (messaging Tweeters). In addition, contacting could hamper the study (assessed in DPIA). The privacy notice will be published in two languages (German and English) to improve accessibility. 

Some citations of the data will be used in research results since data examples supporting the analysis are essential in discourse analysis and hence required to ensure the ethical conduct of research. Direct identifiers will be erased from research results; in the case of tweets, the direct identifiers will be erased already during the data collection. Direct identifiers of individuals in public roles (e. g. politicians) or institutions/organizations or related to known criminal convictions and offenses will not be erased, since erasing them would prevent reporting of the research results. Yet, given the enormous public interest and recognition of these crimes, full anonymisation of the data is not possible.  

6. potential Benefits and disadvantages to subjects
This research aims to gain more attention to the victim perspective in societal debates and also, if the results show the need, to improve their position in such debates. Studying this topic will give an important insight into how victims/victimhood are treated in societal debates and what kind of attention should be given to the discussions in society in the future. This research will potentially be beneficial to different institutions as well. 
Even though this research studies the position of victims of terrorism in German society, it does not investigate or study the victims themselves or any other person, who might be considered as a data subject. This research concentrates on the discourse/societal debates around the topic of terrorism/victims and on their representation in the discussions. No victim of a terrorist attack will be interviewed, and the data consists of solely public information (news articles, parliamentary debates, Tweets). There are no obvious or certain disadvantages to the data subjects. Yet, given the sensitivity of the research topic, the publication of sensitive information, e. g. political opinions, might cause potential harm to those who manifestly made this information publicly available (Tweets). The potentiality of any disadvantages has been separately assessed in a DPIA and safeguards (e. g. erasing direct identifiers) to minimize the risk are being used.

7. PROTECTION OF PERSONAL DATA 
The data collected during the research and the research results are processed confidentially in compliance with the data protection legislation. 
The following have been considered when designing the research: 
Safeguards selected to protect personal data 
☒  Internal actions of the controller and the processor in order to prevent unauthorised access to personal data 
☒  Data secured working environments (systems) and services related 
☒  Making a data protection impact assessment in compliance with the General Data Protection Regulation 
Processing of direct identifiers
☒  Direct identifiers of individuals will be erased in the research results (=research papers); the direct identifiers of individuals in public roles, institutions/organizations and related to known criminal convictions and offenses will not be erased due to the ability to report research results. Changing the context or parts of the data in Discourse Analysis could possibly falsify the results and would also violate the responsible conduct of research (e. g. accuracy; TENK). In the case of Tweets, the erasing of direct identifiers will follow already during the collection of the data. In the research results the necessity of every data example will be separately assessed. 
The research data is stored in accordance with the University of Jyväskylä’s data security practices for processing research data. 
8. information received from elsewhere
The data is collected 1) from the website for Bundestag and Abgeordnetenhaus Berlin. Also the website rbb – im Parlament was used to get information about the data 2) from news archives (F.A.Z. Corporate and SZ-Library Net offered by adlr.link) and the articles are from newspapers and e-publications included in those archives. 3) from X (former Twitter).
The data will be collected from the archives by using searches Breitscheidplatz and Nationalsozialistischer Untergrund OR NSU.

9. Research results
The research will result in scientific publications and doctoral dissertation, conference and seminar presentations, and possibly in teaching in the future. Research subjects will not be informed of the results personally. 

10. research costs and financial clarifications
Participation in the research will not result in any costs to the research subjects. The research is funded by several different institutions/foundations: Department of communication and language studies (University of Jyväskylä), Emil Öhmann foundation, Ellen & Artturi Nyyssönen foundation and Finnish Cultural Foundation’s Central Finland Regional Fund.
11. Rights of the research subject 
Right to access data (Article 15, GDPR)
You have the right to obtain information about whether your personal data is processed, and which personal data is processed. If required, you can request a copy of the personal data processed.

Right to have data rectified (Article 16, GDPR)
If there are any inaccuracies or errors in the processing of your personal data, you have the right to request your personal data to be rectified or supplemented.

Right to have data erased (Article 17, GDPR)
You have the right to request your personal data to be erased in certain situations. However, the right to have data erased does not exist if the erasure prevents the purpose of processing from being fulfilled for scientific research purposes or makes it much more difficult.

Right to the restriction of processing (Article 18, GDPR)
You have the right to restrict the processing of your personal data in certain situations, such as if you deny the accuracy of your personal data.

Right to object (Article 21, GDPR)
You have the right to object to the processing of your personal data if processing is based on public or legitimate interest. As a result, the university cannot process your personal data unless it can prove that processing is based on a significantly important and justified reason which supersedes your rights.

Profiling and automated decision making

In this study, your personal data will not be used in automated decision making. In this study, the purpose of the processing of personal data is not to assess your personal characteristics, i.e. profiling. Instead, your personal data and characteristics will be assessed from the perspective of broader scientific research.
Executing the rights of data subjects
If you have any questions about the rights of data subjects, please contact the university’s data protection officer. All requests related to the execution of rights must be sent to the registry office of the University of Jyväskylä. Registry office and archive, P.O. Box 35 (C), 40014 University of Jyväskylä, tel.: +358 (0)40 805 3472, email: kirjaamo@jyu.fi. Visiting address: Seminaarinkatu 15, Building C (Main Building, 1st floor), Room C 140.
Any data breaches or suspicions of data breaches must be reported to the University of Jyväskylä.
https://www.jyu.fi/en/university/privacy-notice/report-data-security-breach

You have the right to file a complaint with the supervisory authority of your permanent place of residence or employment if you consider that the processing of personal data is in breach of the GDPR. In Finland, the supervisory authority is the Office of the Data Protection Ombudsman.

Office of the Data Protection Ombudsman
Tel.: +358 (0)29 566 6700
Email (registry office): tietosuoja@om.fi
storage and archival of personal data 
[bookmark: _Hlk150172030]The data is stored in a protected personal network drive of the scientist in charge at the University of Jyväskylä. The data will be archived until further notice on the basis of public interest. It will be saved on the personal network drive for possible further scientific use for the scientist in charge in the near future (post doc -research). Yet, the need for archiving will be assessed every five years and the data will be deleted if there is no longer a need for scientific purposes.
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