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Privacy notice for scientific research

This template is intended to provide information to adults.
The research notification and the privacy notice are submitted to the University of Jyväskylä Registry Office (kirjaamo@jyu.fi) if the University is a data controller, joint data controller or processor of personal data for this study. General rule: If the research is not conducted in an employment relationship with JYU or as a part of the University’s project with supplementary funding, the researcher themselves acts as the data controller of the registered data. See: Instructions for researchers. Fill in or delete the sections highlighted in yellow. When finished, please delete the instructions highlighted in grey. Template updated in November 2025. 
You are participating in scientific research. This privacy notice informs you about the processing of your [and/or your child’s] personal data as part of the research. You have a legal right to receive this information.
 
1. Data controller(s) in the study [add the name of the study]

The data controller is responsible for the lawful processing of personal data in this research. 
 
The data controller of this research is: University of Jyväskylä, Seminaarinkatu 15, P.O. Box 35, 40014 University of Jyväskylä. Business ID 0245894-7 Data protection officer: tietosuoja@jyu.fi, 040 805 3297.
 
OR
 
The joint data controllers of this research are: Select this if the purpose and means for the processing of personal data were defined collaboratively, that is, if the research plan/data management plan was made jointly with others, for example between consortium partners.

University of Jyväskylä, Seminaarinkatu 15, P.O. Box 35, 40014 University of Jyväskylä. Business ID 0245894-7 Data protection officer: tietosuoja@jyu.fi, 040 805 3297.
 
Name the other joint data controllers and their data protection officers. 
 
OR 
 
Note to researchers: add name (data controller and implementer of the study) [contact information – at least an email address]. Select this if the research is not conducted in an employment relationship to JYU, nor as a part of the University’s project with supplementary funding. In this case, no data protection officer is named, unless the research involves extensive processing of special categories of personal data. 

Supervisor(s): name, position and [contact information]. Specify supervisors if the research is for a thesis or dissertation
 
Person or group responsible for the research

If the university is the data controller or joint data controller, designate the person or group responsible for the research, or delete this section if you act as the data controller in your capacity as a researcher.

Name: 
Phone number:
Email: 
Work address:
 
Members of the research team processing personal data in this research: List here the people who have the right to process personal data during the research. In studies conducted by an individual researcher, it is usually sufficient that the data controller, the implementer of the research, and the supervisor are named above, and it is not necessary to repeat that information. Also, it is not necessary to list individual people; you can specify them using categories (e.g., researchers from Faculty X). Note! Persons affiliated with JYU who are not employed by the university may also be appointed as members of the research group. Before processing personal data, a written agreement must be made with such members. JYU affiliation may be based on a study right at JYU or an agreement (e.g., grant researcher agreement, emeritus/emerita agreement). 
 
2. Processor(s) of personal data
 
A processor of personal data refers to a party that processes personal data on behalf of the data controller and according to the data controller’s instructions. A data processing agreement must be signed with the processor of personal data. In this research, the processors of personal data are the following:

· Microsoft 
· CSC, Funet Miitti Zoom video conferencing service
· Webropol Oy, survey software

If you use processors other than those listed above, add their details to the list. See a list of other processors used by the University of Jyväskylä. With other processors, a separate data processing agreement is needed. 

Note! The members of the research group named in section 1 are not generally considered to be processors of personal data as defined here. Of the members of the research group, only an individual person outside the University of Jyväskylä (without JYU affiliation) or their employer organisation may, in exceptional cases, act as a processor. If need be, see the table under the heading “What kind of contract do you need?” here: Contracts when processing personal data — Intranet Uno (jyu.fi)]

[bookmark: _Hlk99432927]During the implementation of the research, the data controller can also use processors of personal data who cannot be named in advance. Appropriate agreements must always be made with processors. Suitability of the processors for the secure processing of personal data must be assessed before an agreement is made. The data subject will be informed separately about the use of another processor if the change is significant from the data subject’s point of view.
 
To ensure the accuracy of research data, the data controller may submit data for processing (primarily without direct identification data) to a so-called research reviewer or verifier for a defined period when necessary. These reviewers or verifiers work under the supervision of research staff. Data processing agreements are made with them if they receive personal data.
 
3. [bookmark: _Hlk99375641]Other disclosure of personal data during research 

This section has four options. Read through them first and then select the approach that best suits your research. Delete any unnecessary items.

[bookmark: _Hlk99433062]Your personal data will be handled confidentially and will not be disclosed to third parties. 

OR

If pseudonymised data is disclosed during the research and the data is anonymous to the recipient. Here you can mention, for example, partners or collaborators outside the University of Jyväskylä who are involved in data analysis but who will not be able to identify individual persons from the pseudonymised data. No data processing agreement is required for such disclosures, but the recipients must be specified in the privacy notice.

The data controller may disclose information during the research from which you cannot be identified (add information about the recipient or group of recipients).

AND/OR 

If personal data is disclosed during the research, meaning information that makes it possible for the recipient to identify a person directly or indirectly.

This section is applicable to studies where the legal basis for processing personal data is public interest. The purpose here is to describe the disclosure of personal data to recipients outside the scope of this research and the parties involved in its implementation (joint data controllers, processors of personal data). Recipients refer to controllers to whom data is disclosed for their own research purposes that differ from those of this study, including other scientific studies or statistical purposes. The actual recipients of personal data (e.g., University X) or at least groups of recipients (e.g., universities in Finland) must be specified here. Personal data may only be disclosed for purposes consistent with the original purpose of use, that is, essentially for scientific research or statistical purposes. 

Your personal data may be disclosed during the course of the research for a purpose consistent with the original purpose of use [add information about the recipient or group of recipients], provided that the processing is based on public interest. This is done with appropriate technical and organisational protective measures. You can obtain detailed information about where your data has been disclosed from the person in charge of the research.

AND/OR
Select this only if you are disclosing personal data for other incompatible purposes, such as third-party commercial purposes. Disclosure requires the consent of the data subject, so please request their consent in the consent form also.
Your personal data will be disclosed [specify the purpose, e.g., commercial purposes, and at least the recipient group].

Use if necessary or delete:
If the research subject is given a taxable participation reward or travel allowance, the payer of the reward will submit the information specified in the income information system legislation (53/2018) to the Incomes Register Unit for inclusion in the Incomes Register. 
 
4. Personal data to be processed in [add the name of the study] 
 
Your personal data will be processed for the research purpose described in the information letter. 
 
In this research, we will collect the following personal data on you [e.g., social security number, name, email address, home address, phone number, student number, survey responses, audio records, interview notes, photos, videos, diaries]. The collection of data is based on the research plan. 
 
[Use if necessary or delete] We also collect data about you that is necessary for research purposes from other sources: [specify the sources other than the registered person from which personal data is collected, e.g., registers and the data collected from them must be identified].

[Use if necessary, edit or delete if the payer is someone other than the University of Jyväskylä] If the participation reward and/or travel allowance you are to receive requires a notification to the Incomes Register, the following information is required for tax purposes: name, personal identification number, nationality, and address. The University of Jyväskylä will retain this information for 10 years.

The research does not process any special categories of personal data. 
 
 OR
 
The following special categories of personal data or information on offences and criminal convictions are processed in this research: Delete unnecessary items from the list. 

· Race or ethnic origin 
· Political opinion 
· Religious or philosophical conviction 
· Labour union membership 
· Genetic information 
· Processing of biometric data to uniquely identify a natural person 
· Health
· Sexual behavior or orientation 
· Offences and criminal convictions 
 
Specify how this notice has been provided to the research subject, for example: “This privacy notice has been posted on the website of the study, and the research subject has been provided with a direct link to this information via an online questionnaire.” 
 
5. The legal basis for processing personal data in scientific research 

The processing of your personal data is necessary for scientific research purposes on the grounds of public interest, in compliance with Section 4, Subsection 3 of the Data Protection Act. Delete if you do not process special categories of personal data or information on offenses or criminal convictions: Special categories of personal data or information on offences and criminal convictions are processed for the purpose of scientific research in compliance with Section 6, Subsection 7 of the Data Protection Act.

If the research is of a commercial nature or there is some other reason why it cannot be considered to be in the public interest, for example, if the publication of the research results is restricted, please contact the data protection information service (tietosuoja@jyu.fi) to determine the basis for processing.
Additional grounds 
☐Processing concerns special personal data categories that the data subject has expressly made public (special personal data categories 9.2e). 
☐Processing of personal data for journalistic, academic, artistic, or literary expression (Data Protection Act, section 27). 
You can use this (academic expression), for example, when the supervisor of a dissertation is from outside JYU. It is not necessary to have a separate data processing agreement with a dissertation supervisor from outside JYU. Delete section Additional grounds if unnecessary. 

If the research in question is medical research subject to the Medical Research Act, for which you are seeking a preliminary assessment from the regional medical research ethics committee, select the grounds for processing from the list and delete the other text in this section. Delete any unnecessary items.
☐Scientific research serving a public interest (GDPR, Article 6.1e, special personal data categories 9.2j) 
☐Data subject’s consent and explicit consent (GDPR, Article 6.1a, special personal data categories 9.2a) 
☐General interest and a public interest related to the protection of public health (GDPR, Article 6.1e, special personal data categories Article 9.2i; Medical Research Act, section 21a) 
☐Statutory obligation related to reporting on safety and authoritative announcements (GDPR, Article 6.1c, special personal data categories 9.2i; Medical Research Act, section 21a) 


6. Transfer of data outside the EU/EEA 

There are three options in this section: no transfers, transfer of pseudonymised data that is anonymous to the recipient, and transfer of personal data. Read through them first and then select the approach that best suits your research. Delete any unnecessary items.
 
In this research, your personal data will not be transferred outside the EU/EEA.

OR

If you transfer pseudonymised data that is anonymous to the recipient.

During the course of the study, information from which you cannot be identified may be transferred outside the EU/EEA. The recipients of the data are [specify the recipient or group of recipients and the country to which the transfer is made].

OR
 

The transfer of personal data outside the EU/EEA is only possible if certain requirements regarding protective measures are met. Specify the grounds for the transfer in accordance with the General Data Protection Regulation. If necessary, please contact tietosuoja@jyu.fi if you are planning to transfer personal data outside the EU/EEA.

In this research, your personal data will be transferred outside the EU/EEA. The recipients of your personal data are [specify the recipient or group of recipients and the countries to which the transfer is made].

Grounds for the transfer: select the applicable grounds and delete any unnecessary items.

The destination country has a decision by the EU Commission on the adequacy of data protection (GDPR, Article 45). See an up-to-date list of countries here: Data protection adequacy for non-EU countries

OR
 
A separate agreement is made for the transfer, using the Commission’s standard agreement clauses (GDPR, Article 46.2), Publications on the Standard Contractual Clauses (SCCs) - European Commission

OR

The transfer of personal data is based on the data subject’s explicit consent. Explicit consent is obtained using a participation consent form.
 
 
7. Protection of personal data 
 
The processing of personal data in this study is based on an appropriate research plan, and the study has a designated person in charge. Only personal data necessary for the purpose of the study will be processed as research material.

The personal data of research subjects is only processed in environments and using tools that the data controller has determined to be sufficiently secure for the processing of personal data. Special categories of personal data are subject to enhanced data security requirements. A separate data management plan has been drawn up for the processing of the data. Refer to the confidential information table for permitted processing environments. Classify the data correctly during the research so that technical measures support the processing of the data (personal data classified as confidential/protected according to the University of Jyväskylä’s data security classification). Special categories of personal data are classified as secret according to the University of Jyväskylä’s information security classification.

Whenever possible, identifying information is removed from the data as a protective measure (pseudonymisation). Identifiability can then be restored using a code or similar information. During the life cycle of the data, the principle of minimising personal data and the requirement of necessity are taken into consideration.
 
A separate data processing impact assessment has been carried out for the research. Delete this item if you do not need to conduct an impact assessment; always conduct an initial assessment to determine whether it is necessary.

8. Duration of the processing of personal data

First, see the instructions on what is meant by research duration and archiving: Instructions for researchers | University of Jyväskylä (jyu.fi). Some of the data from the same research can be destroyed, some anonymised and some archived with identifiers. Ensure that you provide a consistent description of the life cycle of your data: what happens to the data once the research is complete and the results have been published. Delete any items that are not applicable to your data.
 
The estimated time for the destruction of the research data is month year. Specify the extent to which the material will be destroyed, for example, part of the research data or the entire data set.

The estimated time by which the research data will be anonymised is month year. Anonymised data will be archived. 

The research data will be archived with identifying information, that is, containing personal data, starting from approximately month year. Describe which part of the data is archived with identifiers and, if possible, in which archive.

Example: The research data consist solely of interview material. The interview recordings will be destroyed once their transcriptions have been checked by the end of 2026. The transcriptions will be anonymised and archiced by the end of 2027. However, four of the interviews are expert interviews, which will not be destroyed and will be archived with identifying information in the University of Jyväskylä archives by the end of 2027. 

If you archive personal data, select this option as well
Legal basis for archiving personal data contained in research data after the research has ended
☐Archiving of research data and cultural heritage material based on general interest (research data is archived after the research has ended and the archived material includes personal data), a value assessment is made for the material to be archived (GDPR, Article 6.1e, special personal data categories 9.2j). 
 
9. Rights of the data subject 
 
Right to access data (Article 15, General Data Protection Regulation GDPR) 
You have the right to obtain information about whether your personal data is processed, and which personal data is processed. If you want, you can also request a copy of the personal data processed in the study. 
 
Right to have data rectified (Article 16, GDPR) 
If there are inaccuracies or errors in your personal data processed in the study, you have the right to request their rectification or supplementing. 
 
Right to have data erased (Article 17, GDPR) 
You have the right to request your personal data to be erased in certain situations. However, you do not have the right to erasure if it prevents or significantly complicates the realisation of the purpose of processing in scientific research. 
 
Right to the restriction of processing (Article 18, GDPR) 
You have the right to restrict the processing of your personal data in certain situations, for example, if you deny the accuracy of your personal data. 
 
  
Derogation from the rights 
Derogation from the aforementioned rights is possible in certain individual situations on the basis of the GDPR and the Finnish Data Protection Act, insofar as the rights prevent or significantly complicate the realisation of scientific or historical research purposes or statistical purposes. The need for derogation must always be assessed separately for each situation. Furthermore, derogation from these rights is possible if the controller demonstrates that it is unable to identify the data subject. As a rule, the rights of the data subject must be fulfilled if the data subject, for the purpose of exercising their rights, provides additional information enabling their identification.

 
Add if personal data is archived based on public interest or delete if personal data is not archived. 
Archiving
 When personal data are processed for archiving purposes serving a public interest, the data subjects do not generally have the above-described rights or the right to object to the processing (GDPR, Article 21). The authenticity, reliability, and research value of archived materials would be at risk if the personal data included were changed. Deviation from data subject rights is based on the Data Protection Act, section 32, and the GDPR, Articles 17.3 and 21.6. 

Automated decision-making 
 
In this study, your personal data will not be used in automated decision-making. 
 
[Delete or replace when necessary with a researcher’s or another party’s information if JYU is not the data controller or a joint data controller] 
Implementing the rights of the data subject 
If you have questions on the rights of data subjects, please contact the University’s data protection officer. All requests concerning the execution of the rights must be submitted to the Registry Office of the University of Jyväskylä. Registry Office and Archive, P.O. Box 35 (C), 40014 University of Jyväskylä, tel. +358 40 805 3472, email: kirjaamo(at)jyu.fi. Street address: Seminaarinkatu 15, Building C (Main Building), floor 1, room C 140. 
Reporting actual or suspected data breaches to the University of Jyväskylä: 
https://www.jyu.fi/en/report-a-data-security-breach

In case of joint controllership, add the details of other contact persons, if necessary, add the following text: “The organisations listed in Section 1 act as joint data controllers in this research, so that they are jointly responsible for the lawful processing of personal data. Data subjects can make all requests regarding the use of data subject rights in this research to the following contact person: X. A data subject can use their data subject rights under the GDPR with relation to, and against each data controller. In such a case, the recipient will forward the request or demand also to the other joint data controllers.”
 
You have the right to file a complaint with the supervisory authority of your permanent place of residence or employment or place of the alleged infringement, if you feel that the processing of personal data is in breach of the GDPR (EU 2016/679). In Finland, the national supervisory authority is the Data Protection Ombudsman. 
 
Current contact information for the Office of the Data Protection Ombudsman: https://tietosuoja.fi/en/home 
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